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Abstract. Users employ strategies that make passwords weaker than they appear. Compa-

nies have started requiring users to adopt two-factor authentication (2FA) to increase security, 

making regaining account access difficult. A potential solution is to provide users with an ac-

count recovery method used as a failsafe for 2FA in the event of a lost, broken, or stolen second 

factor. However, limited research evaluates users’ employment of different types of 2FA ac-

count recovery methods. Our exploratory study surveyed 103 students. We found only 40% of 

the sample have more than one 2FA device enrolled per personal account. The majority opt to 

use 2FA devices that are executed using their phone, 81% use a mobile app, and 51% receive 

an SMS text message. Our findings suggest regaining account access could be challenging for 

users when their phone becomes unavailable. If companies do not adequately prepare for such 

occurrences, it will become costly and disruptive. 
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1 Introduction 

When it comes to knowledge-based authentication, users bear the responsibility of cre-

ating strong passwords to ensure the security of their online accounts [1]. The security 

requirements for creating a strong password are cumbersome [2, 3, 4, 5]. To overcome 

these cognitive burdens, users often produce passwords that reflect common patterns or 

strategies that are easy to recall, which may reduce their account’s resistance to cyber-

attacks. To increase account security and compensate for insecure account protection 

provided by traditional alphanumeric passwords, some companies (e.g., Microsoft, 

Google, and Facebook) have started to offer or require their users adopt two-factor au-

thentication [6].  

Two-Factor (or Multi-Factor) Authentication (2FA) is a layered authentication 

process requiring the user to couple their password with another authentication method. 

In 2018, federal agencies that use dot-gov domains, such as the Department of Justice, 

began to prompt officials to add the two-factor security feature to increase the system’s 

intruder attack resistance [7]. However, if a second-factor device fails, regaining ac-

count access can be problematic for the authorized user [8]. Essentially, when the au-

thentication process requires more information to prove identity. As a result, regaining 

account access often becomes more difficult [8].  

The password reset procedure for systems that only use a single-factor pass-

word is different from the 2FA account recovery processes. Renaud (2007), noted that 

systems using single-factor password authentication fulfill password reset requests by 
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either asking the user to answer personal questions, e-mailing the user their forgotten 

password, or e-mailing the user a secure link that obliges the user to create a new pass-

word [9]. The account recovery process for systems that implement 2FA is more com-

plicated. Even though passwords may be involved, account recovery is not the same as 

a basic password reset [10]. Systems implementing 2FA require extra steps to ensure 

that an account is recovered to its rightful owner. Account recovery procedures are es-

sentially bypassing the system’s main security protocols, which necessitates systems to 

treat account recovery as an alternative authentication.  

The purpose of an account recovery method is to maintain the high cyber-

attack resistance while still allowing the authorized user account access. There is lim-

ited research that evaluates different types of 2FA account recovery methods. We aimed 

to further understand the end user’s knowledge of and usage of 2FA authentication re-

covery.  

 

1.1 User Studies Surrounding 2FA  

 

Das et al. (2018) conducted research comparing user acceptance of various USB Yubico 

keys in a two-part study [11]. They focused on collecting usability and acceptability 

data. Despite the Yubico design improvements, they showed that participants continued 

to express their belief in password strength alone. Notably, they stated, “Even the best-

designed hardware will not be used if the benefits are not apparent” [11, p. 15]. More 

closely aligned with our research within a university setting.  

Colnago et al. (2018) explored the behaviors and opinions of 2FA adoption at 

Carnegie Mellon University (CMU)[12]. They found that users believed 2FA provided 

their account with more security, and it was reasonably easy to use. However, many 

found the requirement of 2FA annoying. Interestingly, their results indicated that users 

commonly reported problems such as forgetting their second factor, having it too far 

away, losing their phone, having a dead phone battery, having no data connection, and 

the hardware token desynchronizing. When these problems occurred, users reported 

consequences such as not being able to do homework and participate in class; not hav-

ing access to e-mail or a computer system; not having access to a dorm or office.  

 

1.2 2FA Account Recovery 

 

An account recovery authentication option is an account feature that some systems with 

2FA make available for users to set up before losing a second-factor device. Large tech 

companies use several 2FA recovery options. Loveless (2018) conducted an informal 

exploratory evaluation of authentication practices for several websites (e.g., Facebook, 

Amazon, Apple ID, GitHub, Reddit, Yahoo, Twitter, LinkedIn, Gmail, Kraken, Live, 

and Coinbase) [10]. It was revealed that organizations are employing several recovery 

options. That is, end-users can opt to receive a set of downloadable recovery codes, or 

they can set up a backup e-mail, phone number, or device. None of the evaluated com-

panies provided users with all these options, but a fair degree of flexibility was com-

mon. 

Organizations with 2FA (e.g., Reddit, GitHub, and Google) are currently of-

fering precautionary account recovery options [13, 14]. Other websites such as Apple, 

Evernote, Twitter, and Coinbase inform account holders that in the event of a lost 



second factor, it may take several business days to regain account access [15, 16]. 

LinkedIn users are required to complete a multi-part form and submit a copy of a gov-

ernment-issued ID when their second factor is unavailable [10]. Asking users to select 

the best account recovery option and understand their actions from a cybersecurity per-

spective requires expertise. 

 

1.3 Cyber Hygiene: Training and Expertise 

 

Asking users to make good security decisions relating to authentication often falls under 

the heading of cyber hygiene. Cain, Edwards, and Still (2018) conducted an extensive 

study to evaluate users’ cyber hygiene knowledge of threats, concepts, and behaviors 

by examining cyber topics such as authentication, security software, social networking, 

web browsing, USB drive use, phishing scams, and Wi-Fi hotspot usage [17]. Their 

results indicated that people 45 years of age and older generally practice more secure 

cyber behaviors. Cyber hygiene knowledge did not differ by age. Another finding of 

their study suggested that users who were victims of past cyber-attacks reported behav-

iors and knowledge that did not differ from users who had not been subjected to a cyber-

attack. Interestingly, the survey results showed that participants who indicated they had 

received past cybersecurity training had less knowledge and more risky behaviors than 

users who reported they had not received training. They found that 81% of their partic-

ipants (n = 144) had received some form of cybersecurity training. Other research stud-

ies that evaluated the proportion of self-identified cybersecurity trained participants 

found much lower results [19% for college-age students, 18; 43% for adults, 19].  

End users are asked to set up 2FA accounts. The registration process requires 

them to make decisions beyond the typical creation of a secure password. Now users 

are being asked to select a 2FA recovery method from a set of options. We aimed to 

reveal college users’ 2FA account recovery choices. And we explored the impact self-

reported cybersecurity training and experience with a previous attack had on general 

authentication knowledge.   

 

2. Method 
 

These data were extracted from a more extensive survey [20] examining other factors 

not presented in this article (e.g., Berlin Numeracy Test). We are going to focus on two 

question sections within the survey demographics and general knowledge of authenti-

cation. 

 

2.1 Participants 

 

A total of 113 undergraduate students (females = 78) were recruited through the SONA 

Experiment Management System and were compensated for participation. Participants 

had to answer two of the three attention check questions correctly and complete the 

security ranking questions to be included in the study.  Data from 10 participants were 

omitted, resulting in 103 participants (females = 73). Ages ranged from 18 to 50 years 

(M = 21.50, SD = 6.10) and reported heavy daily computer usage (M = 8.35, SD = 3.99). 

The number of 2FA devices participants registered to any given account enrolled in 

2FA ranged from 1 to 5 (M = 1.58, SD = 0.92).  



2.2 Materials and Procedure 

 

This research used a 42-question survey that took participants approximately 35 

minutes to complete. Previous research has noted that self-report is a valid measure for 

the topics covered by our survey. According to Russell et al. (2017), when users do not 

behave securely, their recount of non-secure behaviors still results in honest reporting 

[21].  

 

2.3 Knowledge of Authentication  

 

To develop the construct for the general authentication knowledge, we chose seven 

questions (two general and five threats) from the Cain et al. (2018) article that related 

to authentication practices. And, one new question as created to target specific authen-

tication understanding [17]. Participants were asked to respond to each question with 

Strongly Agree, Agree, Neither Agree nor Disagree, Disagree, and Strongly Disagree. 

Overall knowledge scores reflect a combination of the general- and threat- authentica-

tion knowledge scores (Cronbach  of .60; an acceptable level of reliability). 

The knowledge of general authentication consisted of three questions about 

authentication security concepts. And, a new question to assess whether users under-

stand the operational definition of authentication. These questions focused on capturing 

the participants' knowledge of common authentication terminology. The knowledge of 

threats questions focused on capturing the participants' knowledge regarding common 

threats, behaviors, or outcomes associated with secure authentication practices. An ex-

ample of a threats statement is, “It is safe to share a password with others”.  

 

3. Results 
 

3.1 Demographics & Usage 

 

Twenty percent of participants indicated they had previous exposure to some type of 

educational cybersecurity material (see Table 1). When the survey data were collected, 

our sample needed to have their accounts enrolled in 2FA. However, only 89% of par-

ticipants indicated that they used 2FA to protect any personal accounts. Suggesting the 

conceptual meaning of 2FA is not apparent to some users. Eighty-one percent of par-

ticipants indicated they use a smartphone or tablet app as their second factor, and 60% 

of participants only have one 2FA device enrolled per account (M = 1.58, SD = 0.92). 

For more reports on 2FA familiarity, see Table 1 and Figures 1 and 2.  

 

 

 

 

 

 

 

 

 

 



Table 1. Frequency Table for Cybersecurity Familiarity 

Variable n % 

Received Cybersecurity Training   

 Yes 11 10.7 

 No 92 89.3 

Training Location   

 Work 8 7.5 

 School 5 4.7 

 Online 2 1.9 

 Other – Military 2 1.9 

 N/A 89 84.0 

Taken a Class with Cybersecurity Topics   

 Yes 16 15.5 

 No 87 84.5 

Cybersecurity Expert   

 Yes 1 1.0 

 No 102 99.0 

Target of a Cybersecurity Attack   

 Yes 17 16.5 

 No 86 83.5 

Note. N = 103. 

 

 

 

 

 

 
 

Fig. 1. 2FA Devices Used by Type. Note: The 89 participants who reported Yes to using 2FA 

were asked to indicate the type of 2FA devices they had used. Participants had the option to select 

more than one kind of 2FA device, which resulted in N = 144 responses. The percentage repre-

sents the proportion of participants out of the 89 participants who reported they use 2FA.  
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Fig. 2. The number of 2FA Devices Enrolled per Account. Note: The percentage represents the 

proportion of participants out of the 89 participants who reported they use 2FA. 

 

 

3.2 Overall Authentication Knowledge: Cybersecurity Training and Experience 

with an Attack 

 

The results revealed that participants answered more than half of the authentication 

knowledge questions correctly (M = 6.91, SD = 1.70). However, a low number of par-

ticipants indicated that they had “… received training in cybersecurity…” (N = 11). To 

make group sizes more equal, the “yes” cybersecurity training group was expanded to 

include participants who indicated they are a cybersecurity expert or have taken classes 

that covered cybersecurity topics. Specifically, we added the participants that selected 

“yes” to the questions, “Have you taken classes covering the topic of cybersecurity in 

the past?” or “Do you consider yourself an expert in cybersecurity?” (N = 21).  

An independent samples t-test was used to explore the relationship between 

overall authentication knowledge and cybersecurity training. Overall authentication 

knowledge scores for participants who had not received any form of cybersecurity train-

ing (M = 6.83, SD = 1.71, N = 82) were not significantly different from the scores of 

participants who had received cybersecurity training (M = 7.24, SD = 1.67, N = 21), 

t(101) = -0.98, p = 0.165, d = -0.240.  

An independent samples t-test showed the authentication knowledge scores 

for participants who have not been a cyberattack victim (M = 6.84, SD = 1.71, N = 

86) were not significantly different from participants who have been a cyberattack vic-

tim (M = 7.29, SD = 1.65, N = 17), t(101) = -1.01, p = 0.315, d = -0.268. However, we 

cautiously present this finding as the groups are far from equal (i.e., cyberattack victim, 

No: 86 versus Yes: 17).  

 

4. Discussion 

 

Systems implementing 2FA give users the option to enroll as many 2FA devices to their 

accounts as they desire. However, we found that 60% of participants indicated they 

typically have only one 2FA device enrolled per personal account (M = 1.58, Md = 
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1.00, SD = 0.92). This finding is aligned with Colnago et al. (2018) previous findings, 

which suggest users employ an average of 1.3 (Md = 1.00) 2FA devices [12]. Clearly, 

most users would not have another authentication option to gain account access if their 

primary 2FA device became unavailable. We found that 81% of participants used a 

mobile or tablet app as their 2FA device, and 51% indicated that they received an SMS 

text message. Only 10% of participants stated that they used either a hardware or a 

software device, and only 8% used a USB security key (see Figure 1). Colnago et al. 

(2018) found that as the frequency of experiencing 2FA problems increases, users’ per-

ceptions are negatively impacted, as well as the usability and security constructs [12]. 

Future training material should consider ways to convince users that it is necessary to 

enroll additional 2FA devices, other than just their phone.  

Even though our results suggested that cybersecurity training or experience 

with an attack did not impact users' authentication knowledge, it is important to high-

light that most of the sample indicated they had no prior experience with either. Further, 

exploration of previous training is limited because we did not inquire about the specific 

topics or the training's breadth.  

Presumably, account recovery occurs intermittently; therefore, it is critical the 

2FA option is easy to access and remember. Mobile phones are commonly employed 

as a recovery option, probably due to their easy access. A USB key is much less likely 

to be available. A knowledge-based authentication would need to be easy to retrieve 

from memory. A typical pattern across memorability studies suggests that graphical 

authentication schemes allow users to easily retrieve their passcode from memory (i.e., 

by employing both images and a recognition task; see 1; 22].  

From a practitioner’s perspective, users need to be strongly encouraged to en-

roll in at least two different 2FA devices (e.g., mobile app and USB key). We found an 

over-reliance on mobile phones. Therefore, we recommend that designers provide a 

narrative highlighting the danger associated with using the same device for both au-

thentication and recovery. Similar to previous research suggesting that a company’s 

communication should lead the user away from making risky security decisions [23].  

Some companies warn employees that 2FA account recovery might take sev-

eral business days [15, 16]. This awareness will encourage users to set up a 2FA re-

covery method. However, they may not be selecting an actual recovery option (i.e., 

their phones might be unavailable). If companies do not adequately prepare for such 

occurrences, it could be costly and disruptive as employees are prevented from ac-

cessing critical services needed to perform their duties.  
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