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Usable security

Authentication methods need to, at minimum, prevent casual attackers with limited resources from gain-
ing access to our private information. Although, Personal Identification Numbers (PIN) have been ubig-
uitously implemented to validate a user’s identity, it is surprisingly easy for PINs to be stolen by ca-
sual shoulder-surfing attackers. We offer Incognito, a selection technique, which is resistant to casual
shoulder-surfing and extendable to emerging graphical authentication methods. This was achieved by
employing indirect interactions and masking standard cursor feedback. We show this selection technique
effectively prevents casual shoulder-surfing attacks. The users controlled Incognito with either a mouse
or eye tracker. We examined its usability by measuring effectiveness, performance, and user satisfaction
in contrast with a conventional PIN approach. Our results show marginal login performance differences
between the conventional method and Incognito with mouse-based interactions, but not for eye tracker

based interactions. Incognito shows promise as a viable selection technique within public spaces.

© 2018 Elsevier Ltd. All rights reserved.

1. Introduction

We value the convenience of being able to access services vir-
tually and publicly, but this connectivity comes with potential se-
curity risks [17,36]. Therefore, it is critically important for online
services to validate a user’s identity successfully and privately.
This validation occurs during the authentication process. Typically,
users are prompted to provide both public (e.g., username) and pri-
vate (e.g., password) information. E-mail addresses are often used
as usernames, which are usually available to the public. This leaves
passwords as the only barrier between one’s private information
and an attacker, therefore, passwords are often the focus of an
attack.

One specific type of password - the PIN - is commonly used in
both virtual and physical environments (e.g., PassFaces; Gate Ac-
cess). Successful employment of this method requires users main-
tain a private Personal Identification Number (PIN) for authentica-
tion. However, PINs are often easy to capture through an observa-
tion attack known as shoulder-surfing [17,39,42,46]. These attacks
are performed by a wide variety of predators. We are focusing on
preventing casual attackers, which represent those without train-
ing, with limited resources, and a lack of strong motivation. They
are simply opportunistic. The conventional design of PIN interfaces
provides clear visibility of a user’s input. This makes stealing PIN
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information too easy. De Luca et al. [17] note that 65% of users
do not effectively conceal their authentication process when oth-
ers are nearby. Thus, users often reveal their PINs unintentionally
in public environments, because they are carrying items (e.g., bags
or phone) or simply trust persons perceived as normal. Designers
need to search for alternative interactions that offer additional pro-
tection from potentially malicious onlookers.

As human-centered designers, we need to create interfaces
that exploit the user’s natural abilities and design-out security is-
sues. Some authors suggest that usable security is very difficult to
achieve (c.f, [40,47]). For instance, as authentication complexity in-
creases (i.e., length, complexity, shorter renewal rates) typically the
usability decreases in step (i.e., harmed learnability and memora-
bility). High failure rates and low compliance rates are reflective of
the poor usability of traditional authentication systems. Findings
like these can lead authentication developers to believe that us-
ability and security are competing views. We suggest, like others
[44], that usable security is possible if viewed as a design chal-
lenge. Stakeholders can simply ask users to behave a certain way
- even provide extensive training — and sell the idea that it is per-
sonally and socially responsible to behave in that way, but, if the
design they are using does not directly support or encourage that
behavior, change will not occur. Also, the threats to private authen-
tication are constantly evolving and adapting to new design solu-
tions.

Beyond casual shoulder-surfing, some experts employ technol-
ogy to enhance their attacks. These resources pose a more covert
threat [12,33,36]. Optical devices, such as cameras within phones
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and wearable devices, enhance the distance at which a potential
attacker can successfully capture the user’s selections [42]. In one
study, camera-enabled devices were found to successfully observe
users authentication process up to 144 feet away [37]. In some in-
stances, however, the user may block an observer’s line of sight.
This blockage prevents optical attacks, but not the capture of ther-
mal traces [33]. After the keys have been pressed by the user, tech-
nology such as the FLIR One can recover the user’s PIN and se-
quence from the trace heat residue left behind [12]. Despite the
alarming ability of technology-based shoulder-surfing methods, it
is not known how prevalent the attacks are [51].

The need and interest in a shoulder-surfing resistant input
methods has rapidly grown over the last decade as researchers
have developed an array of graphical solutions for authentica-
tion that focus on greater usability than conventional approaches
[9,21,26,34,51]. The hope is greater usability will lead to better pol-
icy compliance, thereby producing more secure information sys-
tems. Numerous alternative graphic based methods for authentica-
tions exist in the literature [5,14-16,18,21,27,38,39,50]. These new
graphical approaches often take advantage of how our informa-
tion processing system works. They have users complete recogni-
tion tasks rather than recall. For example, users chose a familiar
object from a set rather than retrieving an object from memory. In
addition, they use images rich with visual information to ease later
retrieval taking advantage of the well-known picture superiority
effect [32]. Unfortunately, one of the main security issues in both
graphical and PIN entry based authentication is casual shoulder-
surfing attacks.

For example, Passfaces [35] a popular graphical authentication
layout is similar to a PIN, but instead of button labeled with num-
bers they used faces. They have shown that faces are more easily
remembered, compared with passwords [8], as humans are social
creatures and have a specialized brain region that specificity sup-
ports face processing [25]. Others have users select pictures repre-
senting their passcode from within a grid containing decoy images
[13]. Clearly, there exists a need to make interface button selection
invisible to causal onlookers.

2. Related work
2.1. Shoulder-surfing resistant PIN entries

PIN entry redesigns have focused on disguising observable in-
teractions through indirect input and through cursor camouflage
[5,14-16,18,26,39,50|. The underlying concept for both methods is
to decrease visual information provided to a casual observer that
could be used to discover the user’s PIN [18]. Indirect input meth-
ods achieve this by preventing users from directly selecting each
PIN digit, whereas cursor camouflage methods mask a user’s input
with multiple dummy cursors.

An example of indirect input is the Cognitive Trapdoor game
proposed by Roth et al. [38]. The authentication approach divides
a standard 10-digit keypad into a random black or white assign-
ment. Users then select the color that contains their PIN num-
ber. After the selection has been made, a new color assignment
is presented to the user. The user repeats this process of selecting
their PIN number for several rounds to enter a single digit for their
PIN. This is continued until the user’s PIN has been completely en-
tered. The method takes advantage of the casual attacker’s short-
term memory limitations [38]. However, if multiple logins were
observed over time, an attacker would be able to rule out num-
bers that did not fall into the users input [23]. In addition, due
to the very nature of this design, the process of authentication
takes considerably more effort compared to traditional PIN entry
methods.

Another form of indirect input is the use of different input
modalities such as head tracking or eye tracking to eliminate the
need to use fingers for the PIN entry [14]. Removal of the physical
interaction (i.e., finger input) in conjunction with a decrease in the
amount of visual information provided on screen serves to increase
the difficulty for a casual observer to steal a PIN [14,26].

2.1.1. Eye tracker based PIN entry

The EyePIN technique is one eye gesture-based authentication
method [14]. To enter a digit, the user must press a control key to
indicate an eye movement based gesture is about to be offered to
the system. The user must then perform guided eye movements to
create a single path drawing. Each of these drawings, created with
their eye movements, represents a component of their passcode.
This process continues until all of the components in the user’s
PIN are entered and verified by the system. In evaluating the re-
silience to shoulder-surfing attacks, De Luca et al. [14] found that
42% of attacks were successful against EyePIN. This is a significant
improvement in casual shoulder-surfing resilience. However, users
perceived the systems as cumbersome as it required them to mem-
orize novel gestures.

Using eye tracker based interactions to hide passcode selections
by not displaying cursor input on the screen is not a new idea
[20,30,48]. For instance, Kumar et al. [27], systematically explored
the employment of an eye tracker to reduce shoulder surfing dur-
ing a traditional password entry using a virtual keyboard. They ex-
plore two interaction types using only gaze with dwell or gaze
with key press to select buttons. It was found that using a key
press to select buttons in conjunction with gaze produced more
errors compared with using only dwell time. Also, they suggested
that an eye tracker is a viable method for entering passwords in
terms of error rates compared with using a traditional keyboard.
Notably, over 80% of the participants reported preferring to use the
eye tracker based interaction instead of the physical keyboard in
public places to provide password privacy. Eye tracker based inter-
actions have also been used to prevent shoulder surfing attackers
within the PIN entry domain. De Luca et al. [19] examined making
button selections using an 800 ms dwell time or by using eye gaze
in combination with a space bar press to select buttons. In both
cases, participants only had asterisks for digit entry feedback, oth-
erwise the screen was static. Performance was high for both eye
tracker based interactions (~76-80% successful PIN entry) and no
difference was found between interaction types. Others have at-
tempted to improve eye tracker based PIN entry by modifying the
interface.

Best and Duchowski [4]| proposed a circular layout similar to
a rotary telephone dial instead of the conventional keypad grid
for eye tracker based interactions. The purpose of the new rotary
layout was to avoid the use of dwell time for button selection,
and instead, employ a boundary-crossing approach. The new ap-
proach was empirically contrasted with the conventional method.
Notably, no feedback in real-time was presented to participants;
they viewed a still image for a set duration of either 10 or 15 sec-
onds depending on layout type. Interestingly, they did not find a
difference in accuracy between the two layouts (64-71% successful
entry).

These eye tracker based interactions studies aim to decrease
shoulder surfing attacks by nearby casual observers. This was
achieved by removing feedback and, in some cases, by only pre-
senting a still image. Across these studies it is clear eye tracker
based interactions employing dwell time for button selection is a
viable interaction technique for PIN entry.

2.1.2. Mouse based PIN entry
The first instance of cursor camouflage was proposed by Watan-
abe et al. [50]. The concept utilized multiple recordings of cursor
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movement that would play at the beginning of the user’s PIN en-
try process. The underlying assumption of this design is that the
user would be able to correlate their hand movements with the
on screen movements, in order to identify their cursor amongst
the dummy cursors. Because of this, the user could login knowing
which cursor was his, but an observer would not be able to rec-
ognize the “real” cursor without performing the motor movement
themselves [18,50].

There are a few challenges in implementing cursor camouflage.
One is the physical screen requirements. Also, for the dummy cur-
sors to be effective, their motions need to be similar to that of
the actual cursor. While this might be accomplished using dummy
cursors there would need to be a library of recorded cursors to
be generated for each unique screen layout to ensure the mo-
tions were similar to actual user movements. Additionally, if the
recorded cursor’s movement exceeded the keypad screen, or did
not land on a key when a selection is made, it would be quickly
recognized as a dummy cursor [18]. We believe there is promise
in modeling cursor movement and generating them as distractors,
but implementing this would require a heavy amount of compu-
tational resources and a wide variety of user movement records.
De Luca et al. [18] partially addressed this computational issue in
their authentication method by restricting cursor movement to the
keypad boundaries. They required dummy cursors to be on a key
when the user’s cursor was hovering over a digit. This was ac-
complished by building an algorithm to control the cursors be-
haviors. They examined the extent to which the number of fake
cursors decreased shoulder-surfing performance. To assess this, a
video showing a PIN input was presented to an attacker. When
only one decoy cursor was used, 90% of the passwords could be
identified correctly. However, with four decoy cursors, shoulder-
surfing performance dropped to 50%. The most successful cases
were with 16 and 24 decoy cursors, which decreased the success
rate of a shoulder-surfing attack to 5% [18]. Clearly, this method is
effective, but it still requires a large number of decoy cursors trav-
eling across the interface limiting its portability.

In light of these previous techniques, we propose Incognito, a
new PIN entry method. It combines the use of indirect input and
cursor camouflage. However, Incognito is uniquely different from
previous designs, because it employs simpler distractors (no mod-
eling of real behavior required) to disguise the users input and
allows implementation in non-screen displays. A major difference
between our work and the work of Watanabe et al. [50] and De
Luca et al. [18], is the design of our distractors. While their pro-
posed designs attempt to model human cursor movements, either
though records or complex algorithms, our distractors simply cy-
cle through active and inactive states. They are designed only to
make it difficult for an observer to detect the real cursor by mask-
ing the users’ actual movements. Indeed, this reflects the defini-
tion of camouflage. But, we are not attempting to replicate human
behavior by using naturalistic decoys. Therefore, very little compu-
tational resources are required for implementation. It can also be
used without a screen display (i.e., employ LED lights to highlight
physical buttons instead). We will examine Incognito’s resilience to
casual shoulder-surfing attacks and explore its usability while be-
ing controlled by a mouse and eye tracker.

3. Incognito: prototype design

The primary design goal was to decrease the performance of
shoulder-surfing attacks on a 10-digit keypad. To achieve this goal,
the mouse cursor is hidden when over the keypad, and is trans-
formed into a border selecting a key. Each individual numeric key
can alternate between an active and inactive state. At any given
moment multiple keys are in an active state. This provides camou-
flage for the actual number being selected by the user (see Fig. 1).

Fig. 1. Keypad example with numbers; one, three, four, five, six, eight, and nine in
active feedback state.

Notably, clicking a targeted key does not result in any additional
feedback.

The active feedback is created by adding a border around a key.
In Fig. 1, you can see that numbers: one, three, four, five, six, eight,
and nine are in an active state. The active state duration ranged
from 500 to 1800 ms. The inactive state duration ranged from 650
to 6000 ms. A prototype was deployed in an internet browser us-
ing gif-images with a JavaScript to hide the mouse cursor. The user
was still able to use the active state of their “real” cursor selected
key as current location feedback. The animated gif-images were
set to the following state timing in milliseconds across both stud-
ies (Button Active State: 1. 1770, 2. 1300, 3. 1400, 4. 970, 5. 800,
6. 1800, 7. 1200, 8. 600, 9. 500, 0. 900; Button Inactive State: 1.
6000, 2. 2500, 3. 2100, 4. 2200, 5. 2000, 6. 650, 7. 2200, 8. 1200, 9.
700, 0. 2400). For instance, button “1” would be in active state for
1770 ms followed by an inactive state for 6000 ms. All gif-images
would infinitely loop between states and start on page load. The
difference in active state timing camouflages the “real” cursor by
preventing join blinking of decoys. Notably, a mouse-over event
causes the gif-image to refresh. These timing resets act to off-set
the state cycles as the user interacts with the display making it
more difficult for a casual viewer to learn the distractor cursor pat-
tern.

Upon entering the keypad, the cursor’s visual feedback is lim-
ited to only the display of the keys active state (i.e., the mouse
cursor disappears). This process is demonstrated in Fig. 2 as a user
selected ‘5. The first pane shows the user’s mouse cursor initially
outside of the table. This provides the user with an entry point be-
fore the transition from mouse point to key border. Across the next
three panes, the cursor progresses through the keys nine, eight,
and finally five. By design, it is difficult to determine which keys
have been selected. In Fig. 2, the selected keys are shown with a
white circle. Each time the user cursor rolls over a new key two
important design elements support this interaction. The key being
selected enters an active state and a soft click sound indicates a
key selection.

Having multiple keys in an active state makes the actual key se-
lection ambiguous to a casual observer. Similar to Watanabe et al.
[50] and De Luca et al. [18] our assumption is that the users
will be able to correlate their movements (i.e. hand) with the on
screen activity in order to identify and utilize their cursor effec-
tively. This coordination between motor movements and selection
expectations are completed naturally for the operator. But, the ob-
server has to watch hand movements and attempt to spatially map
it on a key pad. This seems improbable for a casual attacker to co-
ordinate in real-time. However, with a resourced expert attacker,
which is motivated might be able to take advantage of current
leaks (i.e., sound feedback and mouse entry location) in the pro-
totype [28,45].
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Fig. 2. Progression of the cursor from outside of the table to digits 9, 8, and 5. The white circles are for illustration purposes only.

Incognito camouflages the actual cursor from observers, while
still providing valuable feedback to users - visual and auditory
‘click’ following selection. This allows users to be confident about
their current key selections and correct for poor eye tracking. We
predict that our dynamic Incognito prototype will produce a higher
entry success rate compared to previously discussed static proto-
types.

Incognito’s usability and effectiveness to resist casual and re-
sourced shoulder-surfing attacks is examined. In addition, we ex-
plored mouse and eye-tracking inputs as potential controllers. Us-
ability was examined by measuring effectiveness, performance, and
user satisfaction in contrast with a conventional PIN approach.

4. Study methodology

We employed a within-subjects design with two conditions
where either participants interacted with the conventional PIN or
Incognito. The usability of these two versions of a 4-digit PIN en-
try method was assessed by measuring login ability and the asso-
ciated usage satisfaction ratings. Across two experiments we ex-
plore the Incognito method with input from a mouse and eye
tracker. The effectiveness of the method was determined by its re-
silience to shoulder surfing attacks. The mouse study, contained
twenty unique PIN entry trials. The eye tracker study, contained
ten unique PIN entry trials. These experiments always began with
a block of practice and two experimental blocks - one the con-
ventional PIN, one Incognito. Of the two experimental blocks, half
of participants completed the conventional PIN block first. To com-
pare the usability of each condition type we recorded the users’
performance in terms of the number of PIN entry attempts and
surveyed the participants using the System Usability Scale (SUS)
[7]. The SUS is a ten-question likert scale widely used to assess the
subjective usability of products. Finally, participants were asked,
“whether they felt vulnerable to an over-the-shoulder attack in the
last year” and “whether they would accept additional authentica-
tion entry effort in order to prevent an over-the-shoulder attack” .

4.1. Threat model

Incognito is aimed at decreasing shoulder-surfing attacks per-
formed by a casual observer [10,27,31]. According to De Luca et al.
[14], users do not actively conceal their authentication process.
Thus, our causal attackers have clear visibility of the screen, users’
hand movement in relation to the on screen interactions. This sce-
nario represents a public environment with typical unsafe user be-
haviors.

The effectiveness of the Incognito was examined at the end
of the study by having participants become the shoulder-surfing
attackers. They watched a single video with audio that showed
an Incognito login alongside the user’s hand employing a mouse.
This one attempt approach is common within the literature
[9,16,24,29,49,52]. In addition, we explored Incognito’s ability to
resist attackers given three guesses and an unlimited number of
video rewinds. The results were used to assess the shoulder surf-
ing resilience of the PIN-Entry method.

4.2. Participants

4.2.1. Mouse study

Thirty undergraduate students enrolled in an introductory psy-
chology course were compensated with course research credit for
their participation.

4.2.2. Eye tracker study

Eighteen undergraduate students were compensated with
course research credit for their participation. The system had an
eye tracking accuracy of <0.5 visual degree of angle based on the
initial calibration.

4.2.3. Shoulder surfing attack: unlimited viewing and allowed three
guesses

Twenty undergraduate students were given course research
credit for their participation.

4.3. Apparatus

The two prototypes were built using HTML, JavaScript, and an-
imated gif-images (size: 100 x 100 px) to simulate a PIN entry au-
thentication system. A windows workstation with a 19 inch mon-
itor, laser mouse, and the Eye Tribe system were employed. The
prototypes were run within a Firefox browser on a display with a
resolution of 1600 x 900. Notably, during practice participants had
a number display above the keypad. This was intended to enhance
learnability by providing real-time feedback. Critically, this numer-
ical feedback was not present during the following experimental
blocks. Data was collected in real-time by an observer. The number
of attempts was clearly shown on the screen following each failed
attempt to login, which was recorded by a research assistant. A pi-
lot study with ten participants using a mouse revealed that it took
them an average of 7962 ms to complete an Incognito login follow-
ing 70 practice logins. The traditional PIN entry method took par-
ticipants an average of 4855 ms to login after 10 practice trials. The
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successful login performance was 8% lower for the participants in-
teracting with Incognito. Previous research shows it typically takes
users 5000-10,000 ms to enter a conventional PIN [6].

4.4. Eye tracker prototype setup

We employed a low-cost Eye Tribe system in conjunction with
Dragger (a mouse accessibility tool) to create a high fidelity pro-
totype. The Dragger software was adjusted to yield better results
following some informal pilot testing. A nine point calibration pro-
cess was employed using Eye Tribe’s default development kit sys-
tem settings (i.e., 30Hz sampling rate). The low-cost eye tracker
system’s fixation data is shaky and does not provide a GUI fea-
ture for auto-click based on dwell time. The Dragger software al-
lowed us to steady the cursor by defining a 25 by 25 pixel area
and 800 ms dwell time as an automatic left click. The prototype
presented a click sound indicating a dwell time selection has oc-
curred. A pilot study with ten participants revealed that it took
participants an average of 11,859 ms to login using Incognito and
10,529 ms to login using the traditional PIN entry method after 10
practice logins. The successful login performance was 1% lower for
the participants interacting with Incognito.

4.5. Procedure

Participants completed three blocks of trials. They began with
practice trials in which participants became familiar with the novel
invisible cursor condition. Before each trial, they were given a
unique 4-digit PIN to be entered. After completing the experimen-
tal trials and associated survey questions, they were shown a video
of a confederate entering a 4-digit PIN. The video offered an ideal
viewpoint of the screen and hand movements along with the as-
sociated audio feedback. The participants were instructed to watch
the authentication process closely in order to determine the PIN
entered.

4.5.1. Shoulder surfing attack: unlimited viewing and allowed three
guesses study

Again, the Incognito prototype was run within a Firefox browser
on a display with a resolution of 1600 x 900. During training par-
ticipants had a number display above the keypad and then per-
formed the PIN entry without the number selection feedback. The
video recording was created by capturing the screen and hand
movements from an ideal viewpoint. To provide the best video
recording possible, the audio amplitude was increased, the screen
and hand movement recordings were presented side-by-side at a
high resolution.

4.5.2. Procedure

Participants were trained on Incognito. Then, they played the
role of attackers, and were allowed to freely control a video record-
ing using the QuickTime player. They were encouraged to take
notes and use the video player (i.e., rewind, pause, go frame-by-
frame) to discover the PIN. Participants were allowed to make
three guesses.

5. Results

A paired-sample t-test was employed to compare the perfor-
mance and ratings between the convention PIN and Incognito pro-
totypes. The results are organized by input type (mouse and eye
tracker) and these dependent measures: performance (number of
login attempts; successful logins), user satisfaction (SUS survey),
and security strength (shoulder-surfing performance). Figure error
bars represent standard error of the mean.

1 —

O
VR o

Mean Successful Login

(=]

Incognito Conventional

Prototype

Fig. 3. Displays the successful login performance by prototype.

5.1. Mouse study

5.1.1. Performance

5.1.2. Number of login attempts

A paired sample t-test revealed that it took users more at-
tempts using Incognito (M=1.42, SEM=0.08) compared to the
conventional PIN entry method (M =1.03, SEM=0.007), t(29)=4.9,
p<.001, d=0.9.

5.1.3. Successful logins

Keeping with research tradition a successful login was defined
as a participant being able to login within three attempts (c.f,
[18]). Therefore, on each trial a participant was able to login or
not. The average of successful logins was our dependent measure.
The paired sample t-test revealed Incognito (M =0.93, SEM =0.02)
had a slightly lower successful login rate than the conventional PIN
prototype (M =1, SEM=0.00), t(29)=—-3.69, p <.001, d = —-0.67.

Although the two conditions yielded significantly different re-
sults it is clear that participants were able to enter their 4-digit
PIN using Incognito at a high-success rate (see Fig. 3). Given that
this was novel interaction and each trial required a unique PIN be
entered we predict that with regular practice, performance would
improve as the cognitive process becomes automatic [43].

5.14. User satisfaction

Analysis of the completed SUS survey ratings revealed Incognito
(M=52.48, SEM=2.94) was perceived to be less usable than the
conventional PIN (M=80.9, SEM=2.21) prototype, t(29)=-8.22,
p <.001, d=—1.5. The participants clearly preferred using the con-
vention PIN entry method.

If we represent these SUS mean ratings as a grade Incognito
earned an ‘F in terms of user satisfaction [3]. One possible ex-
planation for this subjective difference could be due to familiarity
with the conventional PIN. We expect that with additional practice,
users would become more familiar and comfortable with Incognito
and their subjective preference would increase.

It is important to note, that 83% of participants reported feel-
ing they were vulnerable to a shoulder-surfing attack, and 93% re-
ported a willingness to accept additional PIN entry effort for an
increase in privacy.

5.1.5. Security strength (casual attacker): single viewing and guess
No participant playing the role of a casual over-the-shoulder at-

tacker was able to determine the PIN in the video. This was true

even though an ideal over-the-shoulder viewpoint was provided.
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Fig. 4. Displays the successful login performance by interaction type.

5.2. Eye tracker study

5.2.1. Performance

The eye tracking system failed to track on 18 out of the 360
total PIN entry trials. This resulted in 5% of the login performance
data being excluded from the analyses.

5.2.2. Number of login attempts

A paired sample t-test did not reveal a difference between
the number of attempts to login between Incognito (M=1.65,
SEM=0.11) and the conventional PIN entry method (M=161,
SEM=0.11), t(17)=0.337, p=.74, d=0.079.

5.2.3. Successful logins

A paired sample t-test did not reveal a difference between
Incognito (M =0.85, SEM=0.03) prototype and the conventional
PIN prototype (M =0.83, SEM=0.03) in terms of successful login
attempts, t(17)=0.511, p=.616, d=0.121.

5.2.4. User satisfaction

To avoid disrupting eye tracking system performance only one
SUS survey was presented at the conclusion of both experimen-
tal blocks. Participants were instructed to rate their experience
based on their last prototype interaction. An independent samples
t-test, did not reveal SUS survey ratings differences between Incog-
nito (M=70, SEM=723) and the conventional PIN (M=79.44,
SEM =2.99) prototype, t(16)=—1.21, p=.245, d=-0.57.

5.3. Across experiment comparisons

These subjective ratings indicate that an eye tracker based in-
teraction with Incognito earns a much better grade compared to
a mouse based interaction (i.e., C vs. F). This suggests that eye
tracking-based interactions are preferred by participants. How-
ever, the subjective ratings were made without a side-by-side
comparison between the mouse and eye tracking prototypes.
Therefore, these across experiment SUS reflections provide only
anecdotal evidence. Interestingly, the objective performance data
is comparable across experiments suggesting better performance
for mouse-based interactions (see Fig. 4). A one-tailed indepen-
dent samples t-test, reveals eye tracking interactions (M= 1.66,
SEM = 0.14) are approaching a significantly higher number of login
attempts compared with mouse interactions (M = 1.42, SEM = 0.08),
t(46)=1.59, p=.059, d=0.464. Further, the mouse-based inter-
actions (M=0.93, SEM=0.02) produced a higher successful lo-
gin rate than eye tracker-based interactions (M = 0.85, SEM = 0.04),
t(46)=1.94, p=.029, d=0.579.

5.4. Security strength (resourced attacker): unlimited viewing and
three guesses

Three participants were able to determine the PIN following
one guess. Two additional participants discovered it after two
guesses and another determined the PIN given a third guess.
Therefore, six participants were able to discover the PIN given
three guesses. Attacker video rewinds averaged 5.26 (SD=2.15).
Incognito was able to prevent 70% of attackers with access to an
optimal video recording from determining the PIN.

6. Conclusion

Conventional PIN based authentication methods are widely im-
plemented to help ensure the security of our private information.
However, it is well known in the field of cyber security that this
method is highly susceptible to shoulder-surfing attacks [18,46]. In
fact, 83% of our participants felt PIN entry methods were vulnera-
ble to shoulder-surfing attacks. Unfortunately, users still often in-
voluntarily reveal their PIN due to the nature of the input scheme
and poor security behaviors [15]. It is evident there is a need for
a new shoulder-surfing resistant method. Therefore, we introduced
and assessed Incognito as a possible solution. Our security strength
results indicate that Incognito is resilient to casual shoulder-surfing
attacks. However, Incognito was not designed to prevent expert at-
tackers who have more time and high-tech resources at their dis-
posal (such as eye tracking). But, we did examined the resourced
attacker’s ability to extract information from Incognito by allowing
unlimited rewinds and three guesses. It was discovered that our
method still prevented 70% of the attackers from identifying the
PIN. However, our attackers lacked hacker expertise and motiva-
tion. We hope future work explores the resilience of our method
to such expert attackers and further improves its resistance.

Incognito was assessed during mouse and eye tracker based in-
teractions. Clearly, both methods of interaction yielded acceptable
performance. Notably, eye tracker based interactions with Incog-
nito showed better performance (the increase reflects a 5-14%
improvement, respectively) than previous eye tracker based tech-
niques that provide no visual cursor feedback [4,19]. However, our
data suggest mouse-based interactions yield higher successful in-
teractions.

Future work needs to explore the use of Incognito with differ-
ent input devices and in a variety of implementation contexts (e.g.,
physical compared with virtual). One avenue for this may involve
haptic instead of audio feedback. Previous work has shown that
users are able to successfully authenticate themselves by mapping
their onscreen activity with haptic feedback provided through a
trackball [5]. A benefit of using haptic feedback is that it provides
another sensory input into their cursor location without offering
more information to a potential attacker. As a result, the critical
feedback information is kept private.

It is worth recognizing that Incognito attempts to stop causal
shoulder-surfing like other graphical authentication methods [38].
It is integrated into existing graphical authentication to simplify
methods. Often approaches that prevent shoulder-surfing require
users to complete multiple trials, so the system can achieve an ap-
propriate level of identity confidence and maintain privacy within
public spaces. According to Widenbeck et al. [51], the Convex Hull
Click (CHC) method protects users from casual shoulder-surfing at-
tacks. Users are presented with five pass-icons to remember. They
are then shown a display of cluttered with icons. First, users must
visually search through the complex display to find their pass-
icons. Second, they mentally connect their pass icons. Third, they
click on icons within the mentally projected convex hull bound-
ary. The CHC system takes users through a series of ten challenge-
response sessions. Given this lengthy login process this might not
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be the best design for frequent daily logins. However, the majority
of users remembered several of their pass-icons a week later. So,
it might be a good solution for accessing an infrequently used sys-
tem. As a caveat, if an attacker is able to observe a few authentica-
tion sessions. Discovering a passcode is simpler than a traditional
brute force attack [1]. Thus, we only recommend the CHC method
for accessing information that is considered to have little value.

6.1. Incognito: uses within graphical authentication schemes

We have already highlighted the use of Incognito within the
conventional PIN entry scheme. Now to further exemplify the po-
tential of Incognito as a new selection technique, we offer exten-
sions to other popular graphical authentication schemes. This is
important as many of the new authentication schemes use graph-
ical elements rather than alphanumeric; this shift has come about
in part due to increased memorability and ease of use associated
with graphical elements. Numerous studies have shown the vi-
sual ease of recognizing objects versus text (c.f.,, picture superior-
ity effect). Further, humans are neurologically specialized to rec-
ognize faces (i.e., the Fusiform Face Area; [25]). In an attempt to
take advantage of this natural ability, Passfaces is an authentication
scheme that allows users to login by selecting a series of familiar
faces amongst distractors [8]. These faces are arranged in a 3 by 3
grid. To authenticate, participants must directly select the familiar
face. This makes Passfaces highly susceptible to over-the-shoulder
attacks through casual observation. By applying techniques used
in Incognito to Passfaces, resistance to over-the-shoulder attacks
could greatly be improved.

Another technique that could benefit from applying techniques
used in Incognito is Use Your Illusion [22]. This system was de-
signed to overcome an ironic problem with graphical authentica-
tion - the memorability and recognition benefits (recognizing an
individual object is quick and effortless; [2]) the user gains through
graphical authentication can also make over-the-shoulder attacks
easier thereby benefiting attackers. Attackers can easily recognize
the objects users are selecting. In Use Your Illusion [22] familiar
images (a variety of objects and scenes) are displayed amongst dis-
tractors within a 3 by 3 grid. Critically, the images are blurred and
abstracted, but remain recognizable to those familiar with the orig-
inal images. Those unfamiliar with the untouched pictures have a
difficult time recognizing the pictures. Nevertheless, this authen-
tication scheme has been shown to still be susceptible to over-
the-shoulder attacks (especially for short passcodes; [41]) as at-
tackers recognize the distorted images even if they cannot name
them. There are other authentication schemes also dependent on a
grid-like layout that require participant responses that would be
susceptible to over-the-shoulder attacks for similar reasons (e.g.,
[11,26,51]). Incognito could be used in these cases to help disguise
participants’ selections.

These popular examples provide a glimpse into possible uses
within graphical authentication schemes. In future research, we
encourage designers to consider adapting Incognito within the
context of their scheme. Incognito offers value by providing a ro-
bust selection method that can be implemented in both physical
and virtual environments, including emerging graphical authenti-
cation methods, while preventing casual shoulder-surfing attacks.
It achieves this by employing indirect interactions and masking vi-
sual feedback.

Supplementary materials

Supplementary material associated with this article can be
found, in the online version, at doi:10.1016/j.jisa.2018.02.006.
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