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Abstract

Phishing via SMS, or SMiShing, is a rapidly growing cyber threat that causes significant financial losses. While research on email
phishing has explored user behavior, the understanding of human factors in SMiShing detection remains limited. This study
bridges the gap by investigating how users visually evaluate real-world SMS message legitimacy using eye-tracking technology.
We aim to identify which message components capture user attention (e.g., sender information, typos/grammatical errors,
links) and assess if users focus sufficiently on established red flags associated with phishing attempts. This research contributes
to more effective user-centric countermeasures against SMiShing attacks by informing the design of security interventions
that consider user behavior and mobile device information limitations.
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Statement of Purpose

Phishing, a social engineering attack where users are tricked
into revealing sensitive information, is a prevalent threat in
modern society (Dong, 2009; Mitnick & Simon, 2001;
Yeboah-Boateng & Amanor, 2014). While email is the most
common platform for phishing attacks, SMS phishing, that
is, “SMiShing,” is rapidly gaining traction (Banu & Banu,
2013; Desolda et al., 2021; Edwards, et al., 2023). SMiShing
exploits text messaging systems to deliver fraudulent mes-
sages that lure users into clicking malicious links or divulg-
ing personal details. The rise of SMiShing coincides with
increasing reliance on mobile devices for communication
and completion of sensitive tasks such as legal and financial
transactions.

Despite the growing prevalence of SMS-based attacks,
research in this area remains limited compared to the email
vector (Rahman et al., 2023). Existing studies on SMiShing
primarily focus on developing automated anti-SMiShing
solutions using machine learning and natural language pro-
cessing techniques (Akande et al., 2023; Goel & Jain, 2018;
Joo et al., 2017; Mishra & Soni, 2019; Sonowal &
Kuppusamy, 2018). While these efforts are crucial for miti-
gating SMiShing attacks, they often overlook the human
element—the user’s ability to detect and resist phishing
attacks.

Existing research on email phishing has explored user
behavior and decision-making processes when evaluating
email legitimacy (Zhuo et al., 2023). McAlaney and Hills

(2020) employed eye-tracking to investigate how users scruti-
nize emails for phishing indicators; their findings revealed that
users fixate more on phishing indicators like suspicious sender
addresses or misspelled words for shorter durations than legiti-
mate content. This suggests “skim-reading” behavior where
users might recognize red flags but fail to devote sufficient
attention for gaining deeper insight. Understanding user atten-
tion in the context of SMiShing detection is critical for devel-
oping effective countermeasures.

Phishing and Smishing Landscape

Phishing attacks exploit social engineering techniques to
manipulate users into revealing sensitive information such
as usernames, passwords, and credit card details (Yeboah-
Boateng & Amanor, 2014). Emails of this nature typically
masquerade as legitimate sources such as banks, credit card
companies, or social media platforms (Mitnick & Simon,
2001). Often, the emails contain notes of urgency or fear
appeals to pressure users into risky behavior like clicking
malicious links or downloading attachments containing
malware (Desolda et al., 2021).
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The rise of mobile phone usage has opened new ave-
nues for phishing attacks. SMiShing tactics leverage SMS
to deliver fraudulent messages that mimic legitimate com-
munication from banks, delivery companies, or other
trusted entities (Banu & Banu, 2013). These messages
often employ social engineering tactics similar to email
phishing, like generating a sense of urgency by claiming a
user’s account is compromised, or a package delivery
requires immediate action (Chiew et al., 2018; Mohammad
et al., 2015).

The success of SMiShing attacks hinges on user vulner-
ability, which is enhanced by several factors unique to
mobile messaging. First, mobile phone users are accus-
tomed to receiving a high volume of SMS messages, poten-
tially leading to decreased vigilance when evaluating
message legitimacy (Edwards et al., 2023). Second, mobile
devices’ limited screen real estate can restrict users’ ability
to fully view and scrutinize message details (Mishra &
Soni, 2019). Third, SMS messages often lack the visual
cues present in emails, such as sender logos or rich format-
ting, that can aid in legitimacy assessment. As a result of
these factors, we are seeing a dramatic rise in financial
losses from $86million in 2020 to $330million in 2023
(Fletcher, 2023).

Eye-Tracking in Phishing Research

Eye-tracking technology can be a valuable tool for under-
standing user behavior in phishing detection tasks. Eye-
tracking systems record fixations and dwell time across
message stimuli (McAlaney & Hills, 2020). The resulting
data offers insights into which message components users
attend to and for how long, revealing the deployment of their
attention before legitimacy decision-making (Proctor &
Chen, 2015).

Many previous studies have utilized eye-tracking technol-
ogy to assess user behavior in phishing scenarios. Researchers
such Alsharnouby et al. (2015) have found that eye tracking
metrics such as gaze time are associated with a significantly
increased ability to detect phishing. In fact, Miyamoto et al.
(2015) found that by analyzing users’ eye movement pat-
terns, they were able to predict susceptibility to phishing
attacks with 79.3% accuracy.

Understanding User Behavior in SMiShing
Detection

SMS messages differ significantly from emails in terms of
format, length, and information density. Building on the work
of Mishra & Soni (2019), who suggest that users are vulner-
able to SMiShing due to interface limitations, our study
investigates user attentional distribution during SMiShing
detection. Specifically, we aim to address the following
Research Questions (RQ):

Table 1. Demographic Information.

Demographic question n %

Biological sex

Male 8 32

Female 17 68
Level of education

High school diploma/GED 9 36

Some college (no degree) 13 52

Associate degree 3 12
Major in a technical field

Yes 3 12

No 18 72

N/A 4 16
Trained in cyber security

Yes 4 16

No 21 84
Expert in cyber security

Yes 0 0

No 25 100
Trained in SMiShing

Yes 6 24

No 19 76

1. Which components of SMS messages do users fixate
on when evaluating legitimacy?

2. Do users attend to established indicators of phishing
attempts?

By examining these RQs, we aim to gain insights into
user vulnerabilities during SMiShing detection.

Method

Participants

The University Institutional Review Board approved all study
procedures. Twenty-five participants were recruited from a
large southeastern university in the United States in Spring
2023. Participants signed up for the study via the SONA sys-
tem. Research credit was provided for agreeing to participate.
Participant age ranged from 18 to 23 (M=20.04, SD=1.54).
The sample comprised 17 females and 8 males (see Table 1).
Training and technical experience were measured. 16% of
participants (n=4) reported receiving cybersecurity training
in the past, 24% of participants (n=6) received SMiShing
training, and no participants were technical field majors.

Apparatus and Stimuli

Stimuli were presented on a 43 X 24 cm monitor set to a reso-
lution of 1,024 X 768 pixels at a viewing distance of approxi-
mately 60cm. The system did not restrict participants’ head
movements. A Tobii X3-120 eye tracker running the Tobii
Studio (3.4.6) software package was employed to capture
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participants’ eye movements. The system tracking accuracy
was approximately .7 degrees of visual angle.

Participants viewed 32 stimuli. The stimuli were screen-
shots of real-world text messages received by an author.
They were original and not manipulated. Five of the stimuli
were safe text messages, and 27 of the stimuli were SMiShing
messages. Message presentation order was randomized.

Qualtrics was used to implement and collect survey data
from participants. Additional survey data were collected that
were beyond the scope of this proceeding (e.g., cyber hygiene
inventory, questions about knowledge, behavior, experience,
and attitudes).

Procedure

Before starting the study, participants reviewed an informed
consent document and verbally consented. The study asked
them to follow along during the 9-point calibration sequence.
Then, participants were instructed to view the text messages
as they naturally would and determine if the message was
legitimate or SMiShing. They were told their task was to
classify each message as safe or malicious. This task was
not the goal of the current study but instead was used to
encourage participants to view the messages naturistically.
For each trial, participants viewed the stimuli for as long as
they needed. To make their decision, they used the mouse to
click on “safe” or “malicious.” After completing 37 trials,
they were handed an iPad to answer the survey questions.
The entire study took no longer than 45 min to complete.

Findings
RQI—Message Component Fixations

Our descriptive statistics clearly reveal that participants pre-
dominantly focused on the body of the SMS message, with
an average fixation duration of 63.38% of the total time spent
viewing each message. In contrast, other critical components
received less than 10% of the remaining fixation duration:

e Link (if present): 8.07% fixation duration

e Typos/Grammatical Errors: 2.15% fixation duration

e Sender Information (Phone Number/Name): 1.68%
fixation duration

e Receiver Information: Negligible fixation duration

These findings suggest that participants prioritize the
message content while neglecting crucial indicators of phish-
ing attempts.

RQ2—Attention to Phishing Indicators

The minimal overt attention to sender information, typos/
grammatical errors, and links raises concerns about user infor-
mation gathering needs for SMiShing detection. These com-
ponents ought to be attended to as they are often associated
with the detection of malicious messages, as follows:
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PROCESS YOUR APPLICATION:
https:/lrebrand.lyflhp7b6n
Tha sender is not in your contact st
Report Junk
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Figure |. Overt attention distribution on a malicious text
message.

e Sender Information: The lack of attention to sender
information details suggests users may not be ade-
quately scrutinizing the sender’s legitimacy before
engaging with the message content.

e Typos/Grammatical Errors: Typos and grammatical
errors are established red flags in phishing attempts.
However, our findings indicate that participants rarely
fixated on these errors, potentially overlooking a vital
clue for identifying malicious messages.

e Links: Embedded links within SMS messages often
lead to phishing websites that steal user credentials or
infect devices with malware. Despite the potential
risk, participants only dedicated a small portion of
their viewing time to links.

These results highlight a critical gap in user awareness
and scrutiny regarding established phishing indicators in the
context of SMS text messages.

Subjective Heatmap

Figure 1 contains heat maps for the eye-tracking data. The
heatmaps represent the frequency of fixations by spatial
location and show that participants are fixating heavily on
the body of the text.
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Discussion

This study captured the distribution of fixations across SMS
messages while participants determined their legitimacy,
revealing where users are overtly attending while deciding
whether an SMS message is legitimate. Attention was mainly
focused on body content, which suggests that users are vul-
nerable to SMiShing attacks. The message body consumes a
significant portion of screen space, which might imply that it
provides a rich source of contextual information.
Unfortunately, this is not the case for SMiShing texts. The
lack of attention to sender information and links might reflect
a lack of knowledge regarding indicators of malicious mes-
saging. In a prior eye-tracking study by McAlaney and Hills
(2020), participants briefly glanced at phishing indicators,
with emails featuring misspellings or threats receiving low
trust ratings. In contrast, our findings reveal that crucial ele-
ments for identifying SMiShing attacks were infrequently
observed by participants. Successfully detecting a malicious
message requires systematic scrutiny of all available data
(i.e., a greater distribution of attention across the display).
The observed attentional narrowing may suggest novice pro-
cessing, highlighting the need for future research to compare
cybersecurity experts and novices.

Comparing these results with findings from similar email
phishing studies, it is evident that informational availability
differences between platforms are influencing users’ infor-
mation-seeking behaviors. Research on email phishing high-
lights greater attention to sender details, possibly due to the
interface layout and the meaningfulness of the information
(e.g., providing an associated domain; Buckley et al., 2023;
Gallo et al., 2024). In addition, most users have greater
familiarity with scrutinizing email headers (Pfeffel et al.,
2019). The minimized attention to sender information in
SMS formats might be influenced by interface design char-
acteristics and the limited contextual information (e.g., only
a generic phone number), causing distinct vulnerability dif-
ferences in email and SMS (Mishra & Soni, 2019).

Despite these insights, the study does have its weak-
nesses; we only sampled undergraduate college students and
focused their attention on determining whether a message is
safe or malicious. Compared to the general population and
naturalistic message sorting, our sample should be a best-
case scenario for detecting SMiShing. Unfortunately, our
findings suggest that those utilizing SMiShing attacks will
find their efforts fruitful. Users fail to appropriately distrib-
ute their overt attention, and generally lack the information
to resist attacks effectively.

In future research, an area of great promise emerges in
efforts to revamp user training protocols while simultane-
ously refining interface designs. Developing and evaluating
training programs designed to raise awareness of SMiShing
tactics and equip users with the skills to identify phishing
indicators in SMS messages is crucial (Boquetti, 2024;
Nijman, 2023). The data from this study underscores the

need for tailored educational programs that address specific
vulnerabilities associated with different platforms (Boquetti,
2024). Clearly, current user education on phishing might not
be fully effective for SMS-based communication, which has
distinctly different visual and functional elements compared
to email (Aleroud & Zhou, 2017; Niu et al., 2008). Security
awareness training programs should incorporate findings
from studies like this to recalibrate the focus of training
modules to mitigate the risk posed by SMiShing (Nijman,
2023).

Finally, researchers should explore the influence of inter-
face design features on mobile messaging applications. Based
on previous research regarding phishing via email, this could
involve investigating methods to highlight sender informa-
tion (e.g., larger font size, salient color) and implement visual
nudges to warn users about potential phishing attempts (e.g.,
red flags next to suspicious links) (Nicholson et al., 2017;
Yang et al., 2015). Visual features could be leveraged to help
users validate sender information and caution them about
untrustworthy links (Felt & Wagner, 2012).

We revealed that participants infrequently observed the
crucial elements needed to identify SMiShing attacks. Future
developers can more deeply explore how to make these cues
apparent. Increasing user informational awareness will help
them make safer decisions and better protect themselves
from phishing scams.
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