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Abstract. A common theme across cybersecurity solutions is a lack of trans-

parency for end-users. Our prototype, Cyber Hygiene Intelligence & Perfor-

mance (CHIP), was purposefully designed to improve end users’ cyber hygiene 

and cyber situation awareness. We begin by addressing current cybersecurity 

training solutions, their inability to continuously impact user cyber hygiene and 

cyber situation awareness (CSA), and how end users’ needs for transparency 

are overlooked. We then illustrate the major stages of our design process for the 

medium-fidelity CHIP prototype, including defining, ideation, prototyping, and 

analysis. For each design stage, we describe our methodologies, major decision 

points, design considerations, and outcomes. We then highlight our between-

groups survey experiment that measured cyber hygiene and CSA for an experi-

mental group, who received CHIP notifications while completing web-based 

tasks, compared to a control group, who completed the same tasks without any 

notifications. Our findings show promise for a web application-based solution 

like CHIP to increase cyber hygiene and CSA for specific cyber threats. 
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1 Introduction 

End users have been simultaneously recognized as the frontline defense and the weak 

point of cybersecurity systems [1,2]. Consequently, cybersecurity training has become 

an essential and often mandatory task for users. However, traditional training is infre-

quent and only tests theoretical knowledge, which translates poorly to cyber hygiene 

(e.g., complying with dangerous website warnings) in the real world [3,4]. Users typi-

cally complete cybersecurity training once a year through 30-minute modules [4]. 

This assumes that brief, infrequent, and impersonal training is sufficient to improve 

user cyber hygiene.  

Clearly, cyber hygiene remains a prominent and costly concern [5]. Approximately 

90% of cyberattacks are preventable through basic cyber hygiene and best practices 

[6]. Common examples of poor cyber hygiene decision points include answering ac-

count security questions with information that is readily available online (e.g., a 

mother’s maiden name) [7,8], complying with phishing emails [9], proceeding to 
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dangerous websites [10], and saving/auto-filling passwords in a web browser [11]. 

Cybersecurity training modules typically discourage these behaviors but fail to pre-

vent them in practice [12]. Organizations may attempt to increase compliance with 

good cyber hygiene practices by enforcing “Big Brother” software that monitors and 

reports employees’ online behavior. However, these programs are mainly intended for 

IT administrators to oversee large networks, rather than help end-users increase their 

awareness of cyber threats. 

Even for those with good cyber hygiene, cyber situation awareness (CSA) is an-

other concern. CSA refers to perception, comprehension, and outcome projections of 

a cyber threat [13]. Conventional cybersecurity tools like firewalls and anti-virus 

software fail to promote CSA, as they primarily operate in the background (e.g., desk-

top applications) and only provide information retroactively. Future solutions will 

need to ensure users not only possess practical knowledge of cyber threats, but how to 

apply their knowledge [14]. 

Current cybersecurity solutions lack transparency, leaving end-users out-of-the-

loop. For interface designers, transparency refers to how well an interface shows users 

what they can do, how they can access these functions, and why the system responds 

as it does [15]. Therefore, transparency in a cybersecurity interface should enable 

users to understand the nature of a threat, the behavior that triggered it, and its intend-

ed consequences. There is a need for solutions that promote good cyber hygiene and 

CSA. This paper proposes a prototype interface called Cyber Hygiene Intelligence 

and Performance (CHIP) designed to meet these needs. 

2 Overview 

In the previous section, we introduced cyber hygiene, cyber situation awareness, and 

how both have been neglected in the implementation of current cybersecurity solu-

tions for end-users. In the following section, we narrate the design process of our mid-

fidelity CHIP prototype. The main stages in our iterative design process are summa-

rized into the four subheadings Define, Ideate, Prototype, and Analyze. In each sec-

tion, we illustrate design considerations, methodologies implemented during devel-

opment, and outcomes revealed during that stage. We also discuss our between-

groups survey experiment findings that assessed the impact of CHIP notifications on 

cyber hygiene and CSA compared to a control group. Finally, we discuss our goals, 

findings, and challenges while designing CHIP. 

3 Design Process 

3.1 Define 

In the first stage of our design process, we defined our goals, stakeholders, and user 

requirements. Our goals were twofold: to provide users with digestible notifications 

that increase CSA and further their understanding of cyber hygiene. Uniquely, end-

users will learn as they complete daily computing activities.  
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Requirements gathering from context experts narrowed our scope of cyber hygiene 

to four target behaviors: 1) preventing web browsers from auto-saving passwords, 2) 

deleting or reporting suspicious emails, 3) answering security questions with unique 

information, and 4) complying with dangerous website warnings. These target behav-

iors were selected due to their prevalent risk factors in cybersecurity. Many users 

store authentication credentials within web browsers, which poses the threat of unau-

thorized logins and malware downloads [11]. Additionally, phishing emails are often 

not recognized by users. As a result, millions of users have their personal information 

stolen each year [9]. Users also make poor decisions when creating answers to ac-

count security questions. These answers can often be found in public records; for 

example, a mother’s maiden name [7]. Finally, users place themselves at greater risk 

of phishing and malware attacks when they ignore warnings about potentially danger-

ous websites [10].  

We conducted a hierarchical task analysis (HTA) for each target behavior to break 

down the series of goals required at each cyber hygiene decision point (see Figure 1 

below, for example).  

 

 
 

Fig. 1. HTA for creating strong security questions. 

We next conducted a competitive analysis to better understand key stakeholders and 

the user requirements of related solutions. Our spreadsheet came to include categories 

such as the solution’s company/developer, program or feature name, domain (i.e., 

Department of Defense or online banking), method of delivery (i.e., mobile app), and 

the actions available to managers and/or end-users. As we had previously seen, cur-

rent solutions in the cybersecurity marketplace tended not to be targeted to end-users, 

but to corporations and government agencies. Not only was pricing unrealistic for 

individual users, but descriptions assumed more technical language (e.g., cascaded 

learning framework, PCAP file, and CVE matching). Clearly, such solutions are not 

intended to further the end-users’ mental model or significantly boost CSA. 

Our competitive analysis allowed us to identify a wide range of potential stake-

holders, including end-users, IT and cybersecurity professionals, cybersecurity educa-

tors, and private sector stakeholders. We recognized end-users as the primary stake-
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holder, but we also identified the role of IT and cybersecurity professionals to main-

tain the web app and further assist users with questions, support tickets, etc. Cyberse-

curity educators comprised another class of stakeholders, as our web app could further 

education of sporadic training modules and inspire training certificates based on real-

world user behavior. Internet service providers are one example, as they are responsi-

ble for providing a line of defense against cyberattacks [6].  

During this early stage, we also summarized user requirements for the application’s 

interface. We had previously identified the need for users to receive transparent in-

formation and timely feedback. Thus, we summarized the need for our interface to 

clearly communicate the nature of the cyber threat, the actions available to the user, 

how to carry them out, and why they are necessary. We also established the need for 

users to receive information that is specific to the task at hand and to access additional 

information and feedback as desired. 

3.2 Ideate 

The ideation stage primarily involved brainstorming and storyboarding to find an 

appropriate name, platform, and representation for our interface. In early brainstorm-

ing sessions, we tested combinations of words to find an acronym that suited our in-

terface’s overarching goals. This resulted in the name CHIP, an acronym for Cyber 

Hygiene Intelligence and Performance. 

While brainstorming, we also considered the previously identified user require-

ments to establish a method of delivery. We found that the ideal platform to encour-

age our target behaviors was a web application, which could gather and communicate 

information directly within the user’s browser. The development of web apps has also 

enabled richer and more interactive content compared to desktop applications (e.g., 

firewalls and anti-virus software), which are considered more “cumbersome and 

monolithic” [16]. 

Next, we considered the identity of our web application. We found that the best 

representation to meet user needs was a helpful bot or virtual assistant, commonly 

portrayed as avatars using conversational language [17]. On the other hand, previous 

literature also informed the need to avoid qualities that are too human-like. Schnei-

derman [18] contends that designing intelligent agents to mimic humans outright is 

inappropriate and ineffective. Our web app’s more ambiguous and informal nature 

was also an intentional shift away from “informant” programs whose central goal is to 

escalate non-compliance. 

Through paper storyboarding, we visualized how CHIP might interact with end-

users. The premise of each storyboard entailed a user reaching a cyber hygiene deci-

sion point, which triggered a CHIP notification. For each target cyber hygiene behav-

ior, we sketched a series of 3-5 panels. Each panel contained a concise description of 

the user’s actions and/or CHIP’s responses in the form of a push notification from the 

web app. The notifications began with brief, actionable information (e.g., “Just say 

nope” to password-saving, or “Be original” to create account security questions), 

followed by additional information on the nature of the threat, such as the hacker’s 

motivations. 
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 See Figures 2-3 for sample storyboards. 

 

Fig. 2. “Denying browser password storage” storyboard. 

 

 

User enters new login credentials to access 

an online account. 
A web browser notification appears and asks 

for the user’s permission to save new login 

credentials. 

CHIP notification appears below to in-

form user’s cyber hygiene decision and 

quickly prompt them to the appropriate 

choice. 

User is awarded cyber security points after 

the correct selection is made; user is then 

prompted to further action. 
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Fig. 3. “Strengthening security questions” storyboard. 

3.3 Prototype 

Using paper sketches and storyboards from the ideation process, we developed a mid-

fidelity prototype through Adobe XD. We focused on developing web app notifica-

tions. From previous literature, we had learned that users tend to relate to bots despite 

knowing that they rely on artificial intelligence [19]. According to Friedman [20], 

“users tend to be more receptive to conversational messages that feel more casual and 

less like system notifications.” We therefore designed CHIP notifications to leverage 

conversational and straightforward language, omitting unnecessary technical jargon 

(see Figure 4). Notifications appeared as speech bubbles emerging from the user’s 

primary task. 

User is creating a new account on a 

webpage when they reach the security 

questions form. 

User is provided with highly personal op-

tions, many of which can be answered from 

information online. 

The user is provided with helpful guidance 

from CHIP to increase cyber hygiene for 

security questions. “More info” is availa-

ble for additional recommendations and 

precautions. 

The CHIP window remains in place until 

the user submits their responses. Cyberse-

curity points may be granted if responses 

do not match those on file with the security 

admin. 
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In later iterations, however, we further developed the bot representation by adding 

a logo-like avatar (see Figures 5 and 6). At this point, we needed to be wary of devel-

oping a relatable bot without mimicking a human entity (for further discussion, see 

Schneiderman, 2020). Therefore, we designed the CHIP avatar to be abstract (i.e., 

genderless and faceless) and removed the chat bubble response option from the user, 

which we ultimately found unnecessary. Instead, we included a collapsible drop-down 

menu that would allow users to pursue additional information and actions on their 

own terms. 

 

 

 

Fig. 4. An early Adobe XD prototype. Our prototype would later incorporate an avatar and 

collapsible menu.   

 

 

Fig. 5. CHIP avatars. As users demonstrate better cyber hygiene, they may progress to higher 

tiers (e.g., bronze to silver, silver to gold).  
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Fig. 6. Late iteration of the CHIP prototype. While creating account security questions, the user 

receives a push notification to access tips to create secure responses, for example, basing re-

sponses on a fictional character instead of using personally identifiable information (PII) that 

may be accessed online. 

 

Other design decisions during the prototyping stage were based on heuristic stand-

ards. For example, Fitts’s Law states that the time required for a user to reach a “tar-

get” (i.e., a command button) is a function of the size and distance to the target. Our 

solution for CHIP as a web app allows notifications to float beside the task at hand, 

allowing users to quickly access information in the periphery. This solution also pre-

vents a pop-up window from obstructing the user’s primary task, which might lead 

users to close the notification window without reading it [21]. Once users’ attention is 

directed toward the task, the amount of time required for them to make a decision 

depends on the sum and complexity of their choices. This heuristic, known as Hick’s 

Law [22], resulted in simplifying choices to “more info” and “actions” with a handful 

of action choices nested within the drop-down menu, such as “contact help desk” or 

“report phishing email.” Another heuristic known as the goal-gradient effect states 

that “the tendency to approach a goal increases with proximity to the goal” [23], and 

informed our decision to utilize progress indicators for cyber hygiene goals (see Fig-

ure 7). In this case, the progress bars illustrate users’ task completion and motivate 

them to reach the goal (e.g., creating a stronger password).  
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Fig. 7. Progress indicators are shown as users incrementally strengthen a weak password. 

3.4 Analyze 

Using screenshots of our prototypical notifications, we conducted a survey experi-

ment to determine whether CHIP participants would demonstrate significantly better 

cyber hygiene and CSA than a control group. Forty-three undergraduate participants 

completed our online Qualtrics study, which periodically required cyber hygiene deci-

sions to complete fictional web-browsing tasks. Of these, 20 participants belonged to 

an experimental group whose cyber hygiene decisions were accompanied by CHIP 

notifications, and 23 participants belonged to a control group that completed all tasks 

without notifications.  

One goal was to assess whether participants who received CHIP notifications 

would demonstrate better cyber hygiene than participants who completed the control 

survey. That is, we assessed whether users would make safer decisions when present-

ed with CHIP notifications compared to traditional situations (no notifications). To 

make a decision, participants indicated their choices through clickable regions on 

static screenshot images. They completed one scenario for each of the four cyber 

hygiene behaviors, with responses coded as either good cyber hygiene (e.g., navi-

gating away from a dangerous website) or bad cyber hygiene (e.g., proceeding to the 

dangerous website). Preventing password auto-saves, deleting or reporting a phishing 

email, changing their answer to the account security question, and complying with an 

unsafe website warning (e.g., not continuing to the site) were all considered safe deci-

sions. Saving the password, replying to or forwarding the phishing email, maintaining 

the same security answer, and continuing to the potentially dangerous website were 

considered unsafe decisions. For CHIP participants, the page margins of cyber hy-

giene decision points were supplemented by a notification window containing addi-

tional information about the cyber threat.  
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Following each cyber hygiene decision, all users completed a modified version of 

the 10-D SART, a valid and reliable measure of situation awareness [24] originally 

developed by Selcon and Taylor [25] to evaluate aircrew system design. Advantages 

to the 10-D SART include high ecological validity, ease of use, and the ability to be 

administered after various tasks due to the general nature of its questions [24,25].  

Independent-samples t-tests revealed that CHIP participants made significantly 

safer decisions during the password-saving (p<.001), phishing email (p<.001), and 

account security question scenarios (p<.001). CHIP users also demonstrated signifi-

cantly greater CSA compared to a control group for the phishing email scenario (p= 

.048) and risky website scenario (p=.032), and when averaged across all four scenari-

os (p=.048) (see Figure 8). 

These findings show promise for CHIP as an interface that promotes cyber hygiene 

and CSA for specific behaviors. Given that user interactions with CHIP were limited 

to selections on simple static screenshot images, these results are especially encourag-

ing.  

 

 

Fig. 8. Mean CSA for each survey condition across all four scenarios. 

4 Conclusion 

Our goal in describing CHIP’s design process is not to produce a formal set of guide-

lines or principles for developing human-centered cybersecurity systems, but to begin 

a conversation in this emerging area. Too many current cybersecurity solutions are 

driven by the needs of large organizations rather than end users themselves. Our solu-

tion is primarily targeted toward end users, with implications for the ecosystems with-

in users’ work environments.  

As human-centered solutions like CHIP evolve, it is essential to consider whether 

these systems could potentially replace traditional cybersecurity training, or simply 

function as a “red flag” virtual assistant. We must also consider how to respond when 
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systems like CHIP make mistakes and how these mistakes will be tolerated. Users 

may prefer real-time animation that only occurs when CHIP has high confidence in a 

critical issue. Therefore, it may be beneficial to employ a survey to understand users’ 

cybersecurity needs, preferences, and values. This information might positively im-

pact end-users’ experience with CHIP.  

We faced many challenges in fully testing and implementing CHIP. A specific 

challenge included how to collect data (e.g., how to scrape this information from a 

variety of websites) and how to store/encrypt this information (e.g., who should main-

tain control/own the data). A technical question remains as to how we might collect 

personal information like login credentials, given a wide variety of authentication 

processes. It also remains to be seen how we might deliver personal feedback in a 

consistent manner across a variety of platforms. These challenges will need to be 

overcome for CHIP to be successful. Simply considering strong authentication, CHIP 

must access all of the user’s passwords and know their preference or employer re-

quirements for authentication. Knowing passwords can combat reuse and make end-

users aware of recent breaches (i.e., requiring a password change). Online services 

have a wide variety of authentication security standards. However, if their employer 

requires very strong authentication, CHIP can help end-users maintain consistency 

across their online accounts. 

Our initial data demonstrates increased CSA and better cyber hygiene among CHIP 

users compared to non-users, even when using a static prototype not situated within a 

real-world scenario. Additional work is needed to make our cybersecurity environ-

ment more visible. We as end-users are often in the dark, which reduces motivation to 

comply with best practices. We are left wondering whether the time and effort re-

quired to improve our cyber hygiene keeps us safer or how many threats we actually 

face. In home security, we are able to see whether a door is locked or a gate is closed. 

By taking action, we establish a sense of ownership and control over our home securi-

ty situation, and we feel safer as a result. As designers, we must develop a similar 

awareness in cyberspace. Users should know their cyber situation (e.g., understand 

what is happening, know what can be done, how to access help). Increasing CSA 

ought to encourage users to appreciate the threat, understand their behavior in rela-

tionship to the threat, and feel a sense of control over future consequences. 
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