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Introduction

Phishing is accomplished with the use of counterfeit emails 
posing as legitimate companies and is used to trick users into 
revealing personal sensitive information, account passwords, 
credit card or banking accounts, etc. (Yeboah-Boateng & 
Amanor, 2014). Our interaction with technology is ubiqui-
tous, which easily affords bad actors many platforms for 
deception. SMiShing attacks are another form of phishing, 
focusing on reaching their victims through Short Messaging 
Service (SMS) messages. According to Consumer Reports, 
US phone users received over 87 billion SMiShing text mes-
sages in 2021, up 58% from 2020 (Blanco, 2022). 
Traditionally, we have seen bad actors employ phishing 
attacks to successfully steal users’ personal or confidential 
information through email (Banu & Banu, 2013; Proctor & 
Chen, 2015). Much research has examined the Human 
Factors behind email phishing, such as susceptibility, trust in 
anti-phishing automation aid, or behavioral interventions 
(Sommestad & Karlzén, 2019; Mishler et al., 2019; Nicholson 
et al., 2017; Yang et al., 2017). However, knowledge about 
users’ interactions with SMiShing is limited, especially from 
a human-centric perspective. This work surveys end users 
with average cyber hygiene knowledge and limited technical 

training. The authors are taking the first step to reveal users’ 
behavior, experience, and knowledge with SMiShing.

Recent popular variations of phishing include spear-phish-
ing (email), Vishing (voice), SMiShing (SMS), and Pharming 
(malicious code) (Desolda et  al., 2021). These attacks are 
commonly employed because they are effective. These cyber-
crimes are growing and are predicted to reach over 10 trillion 
USD within the next few years (Cybersecurity Ventures, 
2020). SMiShing occurs similarly to those occurring within 
the email vector. The end-user would receive a text message 
that may appear from a legitimate source but contains mali-
cious content. The text message would typically instruct users 
to click on a link, call a number, send an email, download an 
attachment, or respond to the text. Yeboah-Boateng & Amanor 
(2014) highlighted that SMiShing attacks are sophisticated. 
They can lead to attackers gaining control over the user’s cell 
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phone and stealing data directly from the device (e.g., photos, 
messages, saved passwords, contact information).

Mishra et al. (2019) suggested that users are more suscep-
tible to SMiShing than phishing due to mobile devices' small 
screen size. While traditional phishing takes place on a full-
sized desktop, users have difficulty analyzing the full URL 
that is seen in the text message. Once a user clicks on a link, 
the small screen also makes it challenging to investigate the 
nature of the malicious website.

Behavioral interventions used in the past to combat email 
phishing have included both technical and human-centered 
approaches. Most technical approaches include algorithms that 
detect phishing emails or websites and filter these from being 
received by the user (Chandrasekaran et al., 2006). There are 
many differences between the behavioral interventions that 
might be used for email phishing compared to SMiShing. 
While the wireless carrier can filter SMiShing messages out. 
There is no way to retrieve the blocked message, even with 
administrative credentials (Yeboah-Boateng & Amanor, 2014). 
An overly conservative algorithm could block legitimate mes-
sages from reaching an intended recipient.

Kamau and Kaburu (2022) reviewed mitigation tech-
niques for SMiShing and revealed that only a few studies 
have investigated this topic. Most mitigation techniques 
focus on the technical approach to identifying and filtering 
out text messages, however there is little about user behavior, 
experience, and understanding. There is a need to study 
users’ awareness of SMiShing and how to communicate with 
them when they encounter a probable SMiShing message 
(Kamau & Kaburu, 2022).

Many studies have been dedicated to determining the role 
of knowledge and experience in relation to traditional phish-
ing attack vectors like email (Bardsley-Marcial, 2022). For 
instance, it has been revealed that users who understand the 
definition of phishing were less likely to be tricked by mali-
cious emails. Further, having general knowledge of other 
cybersecurity concepts was not enough to protect them from 
malicious emails (Downs et al., 2007).

Specific cybersecurity knowledge appears to be critical to 
improving user security. Cain et al. (2018) examined cyber 
hygiene comprehensively and found that most users do not 
follow best practices regarding phishing. The study found 
that over 94% of users report using links, downloading 
attachments, and responding with sensitive information 
when dealing with emails from unknown senders. There has 
been little research on how users behave in relation to text 
messages from unknown senders.

With the prominent use of smartphones and a lack of 
research on the topic, there is a need to explore users’ behaviors 
and attitudes in relation to SMiShing to better defend against 
this rapidly growing attack vector. The researchers employed a 
survey to capture our sample’s cyber hygiene and technical 
knowledge. Critically, the researchers measured users’ knowl-
edge, experience, and behaviors to SMiShing messages.

Method

Participants

Twenty-eight undergraduate participants were recruited from 
a university in the United States in Fall 2022. Participants 
were recruited using the SONA recruitment system and 
rewarded with course credit. Participant age ranged from 
18-21 (M = 19, SD = 0.82). The sample consisted of 19 
females as defined by biological sex. Cybersecurity-related 
training and technical experience were measured. It was 
revealed that all the participants except one (> 89% of the 
sample) were not from a technical field of study or had previ-
ously received cybersecurity training. Demographic results 
can be found in Table 1. The study was approved by the uni-
versity Institutional Review Board.

Materials

These survey data were part of a larger experiment with eye-
tracking measures. The eye-tracking data are beyond the 
scope of this work. The researchers employed the Qualtrics 
service to implement and collect data from participants. 
Participants accessed the survey and answered questions on 
an iPad within a campus laboratory environment. SPSS sta-
tistical software was used to analyze data.

Cyber Hygiene Inventory

Cyber hygiene was measured using the Cyber Hygiene 
Inventory (CHI) created by Vishwanath et  al., (2020). The 
questionnaire consists of 18 items on a Likert-type scale 
ranging from one (never) to five (always). Example ques-
tions include “Checking to see if email requests have gram-
matical or typographical errors” and “Checking a sender’s 
email domain name.” Scores closer to one indicate lower 
cyber hygienic behaviors. Questions are categorized into five 
domains (storage and device hygiene, transmission and 
browsing hygiene, Facebook and social media hygiene, 
authentication and credential hygiene, and email and mes-
saging hygiene), and scores were averaged across these 
domains for an overall measure of cyber hygiene. Validity 
for these domains ranged from 0.622-0.679, and alpha reli-
ability ranged from 0.75-0.89.

Knowledge

Examples of knowledge questions are “Clicking on links in 
text messages can lead to security vulnerabilities” and “After 
reviewing the message, you believe it is from a trusted 
sender. This means that it is safe to access the sensitive infor-
mation in the message.” With answers being true, false, or I 
don’t know. Other questions were answered with a 5-point 
Likert-type scale ranging from Never to Always. There was 
a total of eight knowledge questions. After answering the 



Edwards et al.	 3

knowledge questions, participants were provided with the 
definition of SMiShing.

Experience

Three Survey questions were used to measure participants’ 
experience with SMiShing messages. For example, experi-
ence questions are “Have you ever received a SMiShing 
message?” with possible answers being yes or no. Participants 
were asked how many times in the past year they have 
received SMiShing messages.

Behavior

These questions were used to measure participants’ behavior 
when interacting with text messages from unknown senders. 
Examples of behavior questions are “Have you ever clicked 
on a link in a text message and then used that link to log into 
an account?” and “Do you preview the link and view the web 
address in a text message before responding or using the 
link?” with possible answers being yes or no. Participants 
were asked to check off, from a list, the qualities of a text 
message they analyzed to determine the message’s legiti-
macy. There was a total of five behavior questions.

Procedure.  Before starting the study, participants were pre-
sented with an informed consent document and asked for ver-
bal consent to continue with the study. Participants were then 
given instructions and allowed to ask any questions before 
continuing. Participants were given an iPad and told to answer 
the survey questions honestly based on their opinions and 
behaviors. They began by answering demographic questions, 
followed by the CHI, then the knowledge, experience, and 
behavior questions. The entire study, including the eye-track-
ing portion, took approximately 45 minutes to complete.

Results

The results reported are descriptive. Other results connected 
to our eye-tracking manipulations will be discussed in future 
works. Data were assessed for quality, insufficient effort 
responding, missing values, and outliers. No data were 
removed from the set.

Cyber Hygiene Inventory (CHI)

Overall, the participant sample’s cyber hygiene scores were 
measured by averaging across the five domains in the CHI (M 
= 2.42, SD = 0.89). In relation to phishing, the sample’s Email 
and Messaging cyber hygiene was averaged (M = 2.44, SD = 
0.90). Therefore, their scores are in the middle of the range, 
meaning our sample has an average cyber hygiene score.

Results from the phishing portion of the CHI show that 
most of the participants reported, at least occasionally, check-
ing an incoming email’s header (n = 24), a sender’s email 
domain name (n = 21), and checking for grammatical errors 
within the email (n = 19).

Knowledge

Frequencies were obtained to measure how knowledgeable 
participants are about the concept of SMiShing and its con-
sequences. Results for participants’ knowledge are shown in 
Table 2. When asked the definition of SMiShing, 3.6% of 
participants (n = 1) answered correctly, while 96.4% of par-
ticipants (n = 27) reported that they did not know. All the 
participants (n = 28) agreed that clicking on links in text 
messages can lead to security vulnerabilities.

Once a participant believes a text is from a trusted sender, 
35.7% of participants (n = 10) believed it is safe to access 
the sensitive information within a text, 42.9% of participants 
(n = 12) believe it is not safe to access, and 21.4% of partici-
pants (n = 6) did not know.

When asked if having a passcode on their phone protected 
them from SMiShing scams, 7.1% of participants (n = 2) 
reported this to be true, 82.1% of participants (n = 23) 
reported this to be false, and 10.7% of participants (n = 3) 
did not know.

When asked about the frequency with which it is safe to 
use links sent over text messages from unknown senders, 
82.1% of participants (n = 23) reported it is never safe, 
10.7% reported it is almost never safe (n = 3), 3.6% reported 
it is occasionally safe (n = 1), and 3.6% reported it is safe 
almost every time (n = 1). No participants reported that it is 
always safe.

Experience

Frequencies were obtained to measure participants’ experi-
ence with SMiShing messages. When asked if they have ever 
received SMiShing messages, 25% of participants reported 
never receiving a SMiShing message (n = 7), and 75% 

Table 1.  Demographic information.

Demographic Question n %

Biological sex
  Male 9 32.1
  Female 19 67.9
Level of education
  High school diploma/GED 15 53.6
  Associate degree 1 3.6
  Some college (no degree) 12 42.9
Received training in cyber security
  Yes 1 3.6
  No 27 96.4
Majored in a technical field
  Yes 1 3.6
  No 25 89.3
  N/A 2 7.1
Considered an expert in cyber security
  Yes 0 0
  No 28 100
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Table 3.  Frequencies of user behaviors with SMiShing messages.

Behavior Question n %

Have you ever clicked on a link in a text message and then used 
that link to log into an account?

  Yes 14 50
  No 14 50
Do you preview the link and view the web address in a text 

message before responding or using the link?
  Yes 7 25
  No 21 75
If you receive a text message containing a link, and you decide 

that you trust the sender, do you use the link provided in the 
text message?

  Yes 6 21.4
  No 10 35.7
  Sometimes 12 42.9
Do you receive legitimate text messages that contain sensitive 

information?
  Yes 17 60.7
  No 8 28.6
  I don't know 3 10.7

Table 4.  Frequencies of message qualities used to determine a 
message’s legitimacy.

Message Quality n %

Sender's phone number 24 85.7
Time of delivery 5 17.9
Details of the message 26 92.9
Sender's organization 17 60.7
Spelling errors and typos 20 71.4
Qualities of the link 15 53.6
Other recipients 8 28.6
Expectation of the message 16 57.1

reported receiving at least one SMiShing message (n = 21). 
In the last year, the reported amount of SMiShing messages 
received ranged widely from 0 to 365 (M = 58.39, SD = 
105.72).

Behaviors

In relation to behaviors, frequencies were obtained to mea-
sure how often participants make cyber hygienic decisions in 
relation to text messages from unknown senders. Results can 
be found in Table 3. When asked if they have ever clicked on 
a link within a text message and used that link to log into an 
account, 50% of participants reported that they have (n = 14).

A total of 25% of participants reported previewing a link 
in a text message before clicking it (n = 7), while 75% do not 
(n = 21).

When participants decide that they trust a message from 
an unknown sender 21.4% of them reported that they would 
use the link within the text (n = 6), 42.9% reported that they 
sometimes use the link (n = 12), and 35.7% reported that 
they do not use the link (n = 10).

A total of 60.7% of participants reported that they receive 
legitimate text messages that contain sensitive information 
(n = 17), 28.6% reported that they do not (n = 8), and 10.7% 
do not know if they do (n = 3).

Like emails, most participants report checking the send-
er’s phone number (n = 24) and checking for spelling errors 
(n = 20) when trying to identify malicious text messages. 
The list of qualities participants used to identify a message’s 
legitimacy is shown in Table 4.

Discussion

Our findings confirm that SMiShing is a common problem 
among users (Desolda et al., 2021), with some users receiv-
ing up to one SMiShing message daily. Our sample has rela-
tively average cyber hygiene which is consistent with other 
findings, and their technical training is lacking (Vishwanath 
et al., 2020). Even though most participants did not know the 
formal definition of SMiShing, the data suggest they were 
aware of the security vulnerabilities associated with using 
links within text messages from unknown senders. Most 
reported that using links sent via text messages from 
unknown senders is never safe. However, the data also shows 

Table 2.  Frequency of answers to knowledge questions.

Knowledge Question n %

SMiShing definition
  Correct 1 3.6
  Incorrect 0 0
  I don’t know 27 96.4
Clicking on links in text messages can lead to security 

vulnerabilities.
  True 28 100
  False 0 0
After reviewing a text message, you believe it is from a trusted 

sender. This means that it is safe to access the sensitive 
information in the message.

  True 10 35.7
  False 12 42.9
  I don’t know 6 21.4
Having a passcode on my phone protects me from SMiShing 

scams.
  True 2 7.1
  False 23 82.1
  I don’t know 3 10.7
It is safe to use links sent over text messages from unknown 

senders.
  Never 23 82.1
  Almost never 3 10.7
  Occasionally/Sometimes 1 3.6
  Almost every time 1 3.6
  Every time 0 0
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that most users are using links sent via text messages and 
even logging into personal accounts with those links.

There seems to be a disconnect between users’ knowledge 
of SMiShing and their behaviors. The impact of knowledge 
on email phishing susceptibility has been widely studied, and 
the results are mixed. Most results suggest that knowledge 
and experience with phishing should decrease the suscepti-
bility to falling victim (Bardsley-Marcial, 2022). However, 
this does not seem to be the case when it comes to the behav-
iors related to SMiShing.

There is some overlap between how one is supposed to 
diagnose malicious phishing and SMiShing messages. The 
data suggests that users place the most emphasis on the details 
of the message, the sender’s phone number, and spelling 
errors. Users report placing the least importance on examining 
the time of delivery and the other recipients of the message.

Additional research is needed to determine how to defend 
against SMiShing properly. Can we provide better training? 
The FBI.gov website suggests that users: 1.) look up a com-
pany’s phone number or website directly in their browser’s 
search box 2.) never click on links via text message. Do we 
provide better defense mechanisms? Phone companies could 
introduce a spam folder option for text messages and allow 
users to mark messages as such.

Can we design better interface interactions that encourage 
safer practices? For instance, Sheng et al. (2007) designed anti-
phishing phil, a game-based training method, to train users to 
identify phishing websites. Yang et al. (2017) designed a traf-
fic-ranking based phishing warning system with embedded 
training and showed its effectiveness in a field experiment. 
Nicholson et al. (2017) found that employing nudges for email 
phishing users performed better when their attention was drawn 
to sender details rather than receiver details. Designers might 
be able to use training and nudges to help users make more 
secure decisions within the SMiShing messages.

This survey of non-technical college students shows a 
growing need to understand the Human Factors of SMiShing. 
While all participants reported that using links within text 
messages from unknown senders is risky though the knowl-
edge was not reflected in the behavior. They still reported 
using them anyway. The information available for users to 
examine the trustworthiness of a text message is dramatically 
less than an email. Still, users show an effort to vet messages. 
Unfortunately, they are still not targeting critical features like 
who else received the message. Hopefully, these descriptive 
findings can be cited to support the future development of 
SMiShing policies, models, training, and defensive mecha-
nisms from a human-centric perspective.
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