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Abstract. With cybercrime on the rise, understanding the human factors that con-

tribute to online vulnerability is essential for developing effective prevention and 

mitigation strategies.  Understanding individual differences is crucial for devel-

oping effective cybersecurity interventions.  Personality traits, specifically the 

Big Five (openness, conscientiousness, extraversion, agreeableness, and neurot-

icism), have been shown to influence a wide range of human behaviors, including 

those related to cybersecurity. This systematic review examines the relationship 

between these personality traits and cyber awareness/behaviors in end-users.  A 

systematic search across five databases (PubMed, Web of Science, APA 

PsycInfo, ACM Digital Library, and ProQuest) was conducted, covering 2014 to 

2024.  Studies were included if they: 1.) measured Big Five Personality Traits, 

2.) assessed the relationship between these traits and cyber awareness or cyber-

security behaviors, and 3.) involved end-users.  Forty studies met the inclusion 

criteria.  Conscientiousness consistently emerged as a key factor associated with 

positive cybersecurity behaviors. Agreeableness and openness were also posi-

tively related to secure cyber behaviors, while neuroticism and extraversion were 

linked to increased vulnerability. These findings underscore the potential value 

of individual difference knowledge, like personality traits, in designing human-

centered computing systems. Future developers can enhance their user experi-

ence and security compliance by designing with these traits in mind. 
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1 Introduction 

Cybersecurity continues to be a growing concern as the prevalence of cyber threats 

increases globally. Despite advancements in technological defenses, human factors re-

main one of the weakest links in ensuring robust cybersecurity. According to the 2023 

FBI Internet Crime Report, there were 880,418 cybercrime complaints, resulting in fi-

nancial losses exceeding $12.5 billion (Federal Bureau of Investigation, 2024). Much 

of the existing research in cybersecurity has emphasized enhancing computer network 

systems (Nobles, 2018), with a prevalent belief that advancements in information tech-

nology and software development are key to improving information security (Benson 

& McAlaney, 2020). Several researchers have mentioned that humans are considered 

the greatest vulnerability to security, which has also been confirmed by recent reports. 
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The 2024 Verizon Data Breach Investigations Report highlighted that the human ele-

ment accounted for 68% of data breaches (Verizon, 2024). These alarming statistics 

emphasize the need to promote secure online behaviors and enhance individual cyber 

awareness to mitigate risks. 

Human behaviors in digital environments can often deviate from rational security 

practices, leaving individuals susceptible to threats such as phishing attacks, password 

breaches, and identity theft. Scholars have increasingly recognized the importance of 

individual differences in cybersecurity behaviors (Shillair et al., 2015). Understanding 

the psychological factors underlying user behaviors is essential for understanding how 

to design effective interventions that encourage safer usage. Traditionally, personality 

traits have been employed to predict individuals' attitudes and behaviors across various 

contexts. In cyber environments, they are critical for predicting susceptibility to cyber 

threats and guiding the design of security interventions (Hadlington & Chivers, 2020). 

A commonly employed measure of personality is the Big Five personality traits model. 

We completed a systematic literature review examining the relationship between Big 

Five traits and cyber awareness in end-users.   

 

1.1 The Big Five Personality Traits 

Personality traits refer to enduring patterns of thoughts, emotions, and behaviors that 

distinguish individuals from each other (Funder, 2001). These traits are shaped by ge-

netic predispositions, environmental influences, and personal experiences, resulting in 

unique personality profiles for each individual (McCrae & John, 1992). How individu-

als perceive and respond to situations, including their likelihood of engaging in risky 

or malicious behaviors, can be significantly influenced by their unique personality traits 

(Nurse et al., 2014). The Big Five Personality Traits are: 1.) openness, 2.) conscien-

tiousness, 3.) extraversion, 4.) agreeableness, and 5.) neuroticism (Costa & McCrae, 

1992). This measure of personality traits is widely accepted for predicting human be-

haviors, from social interactions to professional decision-making (Liani et al., 2021). 

Further, they have been extensively studied and validated across cultures, demonstrat-

ing an ability to be useful and robust (McCrae & Costa Jr., 1999; Soto & John, 2017). 

Table 1 provides a brief description of each trait based on their foundational work. 

Table 1. Big Five Personality Traits Descriptions 

Trait Description 

Openness Involves imagination, creativity, and a preference for novelty and 

variety. 

Conscientiousness Characterized by self-discipline, organization, and a goal-ori-

ented approach to tasks. 

Extraversion Associated with sociability, assertiveness, and the tendency to 

seek stimulation in social settings. 

Agreeableness Reflects a cooperative, trusting, and compassionate nature. 
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Neuroticism Indicates emotional instability and a tendency to experience neg-

ative emotions, such as anxiety. 

 

These traits have been shown to influence various cybersecurity behaviors, offering 

insight into why some individuals adopt secure online practices while others engage in 

risky behaviors. For instance, individuals who are highly conscientious are more likely 

to adopt proactive security measures as they have higher information security aware-

ness. Those with high neuroticism showed less general trust, making them less vulner-

able to online threats (Albladi & Weir, 2017). Several studies have supported the pre-

dictive utility of the Big Five in cybersecurity contexts, demonstrating associations be-

tween personality traits and behaviors. Examples include password management, 

phishing susceptibility, and compliance with security protocols (Gratian et al., 2018; 

Rahman et al., 2024; Alanazi et al., 2020). 

Cyber Awareness. Cyber awareness refers to the knowledge and behaviors individuals 

exhibit to ensure their online safety, information security, and privacy protection 

(Thomson, 2021; Vestad, 2022). Research indicates that individual differences in per-

sonality traits may significantly influence levels of cyber awareness. For instance, in-

dividuals with high conscientiousness, openness, and agreeableness tend to exhibit 

greater proactive awareness and show enhanced knowledge of online risk (Raywood-

Burke et al., 2023; Naga et al., 2024). Conversely, those with high agreeableness were 

linked with lower security awareness (Pratama, Firmansyah, & Rahma, 2022). 

A lack of cyber awareness can have severe implications for individuals and organi-

zations. Information security awareness (ISA), a widely accepted construct for cyber 

awareness, focuses on users' understanding of security policies and their commitment 

to adhering to them (Ande et al., 2019). ISA involves two key components: recognizing 

the importance of information security protocols and demonstrating a consistent com-

mitment to best practices (McCue, 2023; Parsons et. al. 2014). The latter aspect of ISA 

ties directly to individual differences, which may influence the adoption of accepted 

practices and behaviors (Hadlington et al., 2020). 

Cyber Behaviors. Individuals often express concern about cybersecurity, but few con-

sistently take action to protect their information (Crossler et al., 2013). Differences in 

decision-making processes can often explain this disparity between concern and ac-

tion—intentions involve deliberate thought, while impulsive decisions may drive actual 

behaviors, often requiring minimal cognitive effort (Willison & Warkentin, 2013). 

Personality traits are helpful as they are often more reliable than stated intentions 

(Shropshire et al., 2015). Understanding the relationship between personality traits and 

cyber behaviors has significant practical implications. Cyber behaviors encompass a 

range of activities, including secure password management, cautious email handling, 

and prudent social media usage. Studies have shown that conscientiousness positively 

correlates with secure behaviors, such as creating strong passwords and regularly up-

dating software, whereas neuroticism has been linked to maladaptive behaviors, includ-

ing risky internet use (Anawar et al., 2019; Leng et al., 2020). These findings 
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underscore the need for a more intricate understanding of individual differences in cy-

bersecurity behaviors. 

1.2 Addressing a Theoretical Gap 

Numerous studies have examined individual traits in isolation. However, researchers 

have rarely provided a comprehensive overview of how the Big Five model influences 

cybersecurity outcomes (e.g., Bishop et al., 2020; Canham et al., 2024). Uniquely, we 

are addressing the theoretical gap that specifically examines the relationship between 

the Big Five personality traits and cyber awareness. Our systematic review provides a 

more comprehensive understanding of the relationship and research landscape. This 

research seeks to inform the future design of tailored interfaces and interventions that 

consider individual personality profiles, ultimately promoting safer online behaviors.  

2 Methods 

To ensure transparency and thoroughness, this systematic review adhered to the Pre-

ferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) guide-

lines (Page et al., 2021). PRISMA provides standardized protocols and checklists de-

signed to enhance the preparation and reporting of systematic reviews. The key ele-

ments of the systematic review process considered in line with PRISMA guidelines are 

outline in Table 2. 

Table 2. PRISMA guidelines and their application 

Checklist Item Application 

Eligibility criteria Inclusion and exclusion criteria were established prior to data collec-

tion. These criteria are detailed in Section 2.2, with studies grouped 

based on their alignment with the research objectives. Gray literature 

was included to ensure comprehensiveness. 

Information sources Databases searched included PubMed, Web of Science, APA PsycInfo, 

ACM Digital Library, and ProQuest. Searches were conducted on 15th 

September 2024, ensuring recent and diverse studies. 

Search strategy Full search strategies, including keywords and filters are provided in 

Table 3. 

Selection process Titles and abstracts were screened independently by two reviewers for 

thematic relevance, followed by full-text screening based on inclusion 

and exclusion criteria. Discrepancies were resolved through discussion. 

Covidence was used for removing duplicates. 

Data collection pro-

cess 

Data extraction was conducted by two reviewers who independently 

transcribed key information into an Excel sheet without the use of any 

automation tools. All required data were available in the reviewed rec-

ords, including from gray literature sources. 
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Data items Outcomes included study focus, personality measures used, cyber 

awareness and behaviors measured, and findings. Additional variables 

included study design, sample demographics, delivery method and lo-

cation. Details narratives were extracted for the non – empirical studies 

with missing information. 

Study risk of bias 

assessment 

Risk of bias was not explicitly assessed due to methodological differ-

ences across studies. Section 2.3 provides further information. 

Effect measures Effect measures, such as correlations and descriptive comparisons, 

were not explicitly calculated as this review focused on narrative syn-

thesis. Statistical analysis was beyond the scope of this study. 

Synthesis  

methods 

Narrative synthesis was employed to integrate findings across studies. 

Reporting bias as-

sessment 

Reporting bias was not assessed as statistical analysis of findings was 

not conducted. The absence of reporting bias measures did not impact 

the review outcomes. 

Certainty  

assessment 

Certainty in the evidence was supported by including peer-reviewed 

studies and published thesis/dissertation approved by institutional com-

mittee. 

2.1 Information Sources and Search Strategy 

A comprehensive search was conducted in September 2024 across five major electronic 

databases: PubMed, Web of Science, APA PsycInfo, ACM Digital Library, and 

ProQuest. The search focused on studies published between 2014 and 2024, capturing 

recent research on the relationship between Big Five personality traits and cybersecu-

rity behaviors or awareness.  

Search queries were developed based on three core concepts: cybersecurity, person-

ality traits, and awareness or behaviors. Boolean operators (AND, OR) were applied 

where applicable to broaden the scope of retrieval. The primary search strings included: 

1. "cyber*" OR "cyber security" OR "information security" OR "digital security" OR 

"computer security" OR "social engineering" OR "IT security" 

2. AND "awareness" OR "behavior" OR "behaviour" OR "attitudes" 

3. AND "personality" OR "Big Five" OR "Conscientiousness" OR "Openness" OR 

"Extraversion" OR "Agreeableness" OR "Neuroticism" 

Table 3 presents the detailed search strategies and the corresponding number of re-

sults for each database. Grey literature, including dissertations, theses, and conference 

proceedings, was included. This offers a more complete overview of the available lit-

erature but does include non-peer-reviewed publications. The initial search yielded 433 

records. Covidence was used to organize the records and remove duplicates(Covidence, 

2024). 
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Table 3. Search queries and results 

Database Search Query Results 

PubMed (cyber*[Title/Abstract] OR "cyber security"[Title/Abstract] OR 

"information security"[Title/Abstract] OR "digital security"[Ti-

tle/Abstract] AND (awareness*[Title/Abstract] OR "Behav-

ior"[Title/Abstract] AND (personality*[Title/Abstract] OR "Big 

Five"[Title/Abstract] OR "Conscientiousness"[Title/Abstract] 

OR "Openness"[Title/Abstract] OR "Extraversion"[Title/Ab-

stract] OR "Agreeableness"[Title/Abstract] OR "Neuroti-

cism"[Title/Abstract]) 

81 

ACM Digi-

tal Library 

[[Abstract: "cyber"] OR [Abstract: "cyber secu-

rity"] OR [Abstract: "information security"] OR [Abstract: "dig-

ital security"] AND [[Abstract: "awareness"] OR [Abstract: "be-

havior"] AND [[Abstract: "personality"] OR [Abstract: "big 

five"] OR [Abstract: "big five traits"] OR [Abstract: "conscien-

tiousness"] OR [Abstract: "openness"] OR [Abstract: "extraver-

sion"] OR [Abstract: "agreeableness"] OR [Abstract: "neuroti-

cism"]] 

53 

Web of 

Science 

AB=(("cyber" OR "cyber security" OR "information security" 

OR "digital security") AND ("awareness" OR "behaviors") 

AND ("personality" OR "big five" OR "conscientiousness" OR 

"openness" OR "extraversion" OR "agreeableness" OR "neuroti-

cism")) 

79 

ProQuest abstract((("cyber" OR "cyber security" OR "information secu-

rity" OR "digital security") AND ("awareness" OR "behavior") 

AND ("personality" OR "big five" OR "conscientiousness" OR 

"openness" OR "extraversion" OR "agreeableness" OR "neuroti-

cism"))) 

167 

PsycInfo AB (((("cyber" OR "cyber security" OR "information security" 

OR "digital security") AND ("awareness" OR "behavior") AND 

("personality" OR "big five" OR "conscientiousness" OR "open-

ness" OR "extraversion" OR "agreeableness" OR "neuroti-

cism")))) 

53 

 

2.2 Inclusion and Exclusion Criteria 

The inclusion and exclusion criteria were systematically defined using the PICO (Pop-

ulation, Intervention/Exposure, Comparator, and Outcome) model to ensure that only 

studies relevant to the research objectives were considered. (See Table 4) 

Table 4. Inclusion and exclusion criteria in PICO model 

Criteria Inclusion Exclusion 

Population Studies on end-users (students, employees, 

public) interacting with digital systems. 

Studies on organizational/technical 

infrastructures without individual 

behavior assessment. 

Intervention 

/Exposure 

Research on cyber awareness and cyberse-

curity behaviors, focusing on threats (e.g., 

Studies using other personality 

models (e.g., HEXACO, Dark 
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phishing, malware) and secure practices 

(e.g., password management, data sharing). 

Studies examining Big Five personality 

traits in this context. 

Triad) or addressing cybersecurity 

solely from a technical perspective 

without behavioral assessment. 

Comparator Studies with measurable outcomes linking 

personality traits to cyber awareness or be-

haviors. 

Studies without measurable out-

comes or without a clear link be-

tween personality traits and cyber-

security behaviors. 

Outcome Relationship between Big Five traits and 

cyber awareness/cybersecurity behaviors 

(e.g., phishing detection, secure password 

management, security compliance). 

Studies reporting only technical 

outcomes without behavioral or 

personality reference. 

Study  

Characteristics 

Peer-reviewed empirical studies, approved 

theses/dissertations using validated instru-

ments, and studies published in English 

(2014–2024). 

Non-peer-reviewed studies, grey 

literature, non-validated measure-

ment tools, or studies published be-

fore 2014. 

 

2.3 Study Selection and Data Extraction 

The study selection process was carried out in two phases: title and abstract screening, 

followed by full-text review. Initially, 433 records were identified through the database 

search. After removing 132 duplicates, 301 unique records were retained for screening. 

Two reviewers independently screened the titles and abstracts of these records to deter-

mine their relevance based on the inclusion and exclusion criteria. Following the initial 

screening, 66 full-text articles were assessed for eligibility, out of which 40 studies met 

the inclusion criteria and were included in the final synthesis. A detailed overview of 

the study selection process is provided in the PRISMA flow diagram (Figure 1). 

Data extraction was carried out using a standardized form developed specifically for 

this review. Both reviewers extracted key information from each included study, which 

encompassed details such as author(s), year of publication, country, sample size, and 

study design. Demographic characteristics of participants, including age and gender 

distribution, were recorded under population characteristics. Instruments used to meas-

ure the Big Five personality traits (e.g., NEO-PI-R, BFI) were documented, along with 

the specific cybersecurity outcomes assessed, such as phishing detection, password 

management, and compliance with security protocols. Key findings from each study, 

including statistical significance and effect sizes where applicable, were also extracted. 

Any discrepancies in the extracted data were resolved through consensus discussions 

between the reviewers. A risk of bias assessment was not conducted because as we 

found no suitable tool to evaluate the diverse range of study designs (qualitative, quan-

titative, descriptive) and study types included in this systematic review. The collated 

data were systematically tabulated and served as the foundation for the narrative syn-

thesis presented in the results section.  
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Fig. 1.  Study selection process flow chart 

3 Results 

The selected studies represented diverse methodologies and populations. Geographic 

distribution of studies included samples from North America (United States (n = 16), 

Canada (n = 1)), Europe (n = 6), Africa (n = 2), Middle Eastern countries (n = 6), Aus-

tralia (n=3), and Asia (n = 6), with two studies of them conducted across multiple re-

gions (Tolah et al., 2021; Halevi et al., 2016). Four studies have not specified the region 

(Cho et al., 2016; López-Aguilar & Solanas, 2021; Raywood-Burke et al., 2021; van 

der Schyff & Flowerday, 2021). The populations studied consisted predominantly of 

employees/working professionals (n = 19), general adults (n = 9), and students (n = 16). 



 The Big Five in Action 9 

One study did not explicitly mention the study population (Cho et al., 2016), and one 

was a database-driven literature analysis (López-Aguilar & Solanas, 2021). 

Methodologically, 30 studies employed online surveys, which emerged as the most 

used method for data collection. Online surveys were favored for their scalability and 

cost-effectiveness (e.g., Warrington, 2017). Other delivery methods included in-person 

surveys (n = 6) and one secondary data analysis (Mills, 2018). Few studies used other 

methods such as interviews (Tolah et al., 2021), synthetic data (Atta Ur Rahman et al., 

2024), and online simulations (Bajwa et al., 2024; Canham et al., 2022, 2024) along 

with the online surveys. Al-Bustani et al. (2022) used email-based social engineering 

simulation using simulated phishing links, while Cho et al. (2016) used synthetic data 

generation using Stochastic Petri Nets (SPN). Study designs were varied across the 

studies.  

The studies used a variety of validated personality measures, with the International 

Personality Item Pool (IPIP-50; Goldberg et al., 2006) (n = 10) and the Big Five Inven-

tory (BFI-44; John et al., 1991) being the most frequently employed. Additionally, cus-

tom-developed scales were applied in 3 studies to measure the Big Five personality 

traits (Alanazi et al., 2020; Anawar et al., 2019; Schoenherr & Thomson, 2021). Short-

ened versions of the BFI and IPIP were also utilized in studies to assess personality 

traits rapidly (e.g., Albladi & Weir, 2017; Mahindra, 2023; Mills, 2018). These varia-

tions in personality measures reflect the methodological diversity across the reviewed 

studies. 

3.1 Cyber Awareness and Behaviors Measured 

Cybersecurity Awareness Topics. Cybersecurity awareness was a primary focus in 

several studies, employing diverse measures to evaluate knowledge and understanding 

of security threats. Information security awareness was one of the most widely meas-

ured aspects, featured in seven studies (Aharony et al., 2020; Naga et al., 2024; Had-

lington et al., 2020; Letica, 2019; McCormac et al., 2017; McCue, 2023; van der Schyff 

& Flowerday, 2021). This measure assessed individuals' knowledge about cyber threats 

and their ability to recognize phishing attempts, social engineering tactics, and other 

risks. Proactive awareness was explored in four studies (Bishop et al., 2020; Gratian et 

al., 2018; Raywood-Burke et al., 2021; Upadhyay et al., 2022), reflecting participants' 

ability to anticipate and prevent security issues before they occur. Three studies specif-

ically investigated security awareness, highlighting its foundational role in understand-

ing cybersecurity threats and responses (Pratama et al., 2022; Tolah et al., 2021). Pro-

tection motivation was measured in one study, focusing on participants' understanding 

of security concepts and their drive to adopt secure practices, respectively (Vestad, 

2022). 

Cybersecurity Behaviors Topics. Cybersecurity behaviors were captured across mul-

tiple domains, emphasizing proactive and reactive security practices. Security compli-

ance or related practices were evaluated in studies (n = 9) reflecting participants' adher-

ence to established cybersecurity protocols and behaviors (Alanazi et al., 2020; 
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Dreibelbis, 2016; Naga et al., 2024; Halevi et al., 2016; Kennison & Chan-Tin, 2020; 

Pattinson et al., 2015; Shappie et al., 2020; Tolah et al., 2021; Weems et al., 2018). 

Phishing susceptibility or vulnerability emerged as the most studied topic in behaviors 

(n = 12) (Al-Bustani et al., 2023; Albladi & Weir, 2017; Anawar et al., 2019; Rahman 

et al., 2024; Canham et al., 2022, 2024; Frauenstein & Flowerday, 2020; Cho et al., 

2016; López-Aguilar & Solanas, 2021; Mahindra, 2023; Martin, 2017; Weems et al., 

2018). This highlights the critical role of recognizing and avoiding phishing attempts 

in cybersecurity behaviors. 

Password practices, including creating and updating strong passwords, were ex-

plored (Bishop et al., 2020; Gratian et al., 2018; Raywood-Burke et al., 2021; Upadhyay 

et al., 2022). File protection behaviors were measured (Warrington, 2017), focusing on 

controlling access to sensitive information. Risky mobile behaviors, such as insecure 

app usage or accessing sensitive data over unprotected networks, were also analyzed 

(Lau, 2020; Mills, 2018). Two studies investigated victimization, including breaches 

and malware attacks, aimed to identify vulnerability patterns and behavioral lapses 

(Rodríguez-Enríquez et al., 2019; van de Weijer & Leukfeldt, 2017). 

Other areas of focus included security behavior intentions measured using SeBIS 

(Security Behavior Intentions) scale (Bajwa et al., 2024; Bishop et al., 2020; Gratian et 

al., 2018; Raywood-Burke et al., 2021; Upadhyay et al., 2022), data sharing practices 

(Halevi et al., 2016; Schoenherr & Thomson, 2021), online prosocial behaviors (Leng 

et al., 2020), screen time (Rodríguez-Enríquez et al., 2019), and clicking behaviors 

(Canham et al., 2024). These studies collectively highlight the diversity and complexity 

of cybersecurity behaviors, underscoring the importance of individual practices and 

broader behavioral patterns in maintaining cybersecurity resilience. 

3.2 Trait-Specific Results 

Conscientiousness. Conscientiousness was positively associated with cybersecurity 

behaviors and awareness in 29 of the 40 reviewed studies (e.g., Abdulateef M Yaser 

Al-Bustani et al., 2023; Lau, 2020; Aharony et al., 2020; van de Weijer & Leukfeldt, 

2017). These studies highlighted that individuals with high conscientiousness scores 

were significantly more likely to have higher security awareness and engage in secure 

behaviors, such as informed cybersecurity decisions (Bajwa et al., 2024), cyber hygiene 

(Schoenherr & Thomson, 2021), lesser screen time (Rodríguez-Enríquez et al., 2019), 

robust password management (Gratian et al., 2018), and compliance with organiza-

tional policies (Dreibelbis, 2016). However, two studies reported negative or negligible 

associations. For instance, Mills (2018) found that conscientiousness was significantly 

related to risky mobile device use, such as viewing pornography. Similarly, Martin 

(2017) observed that high conscientiousness showed lower phishing detection. 

Neuroticism. Neuroticism, characterized by emotional instability and heightened anx-

iety, was identified as a risk factor for cybersecurity behaviors and awareness in 10 of 

the 40 reviewed studies (e.g., Halevi et al., 2016; Cho et al., 2016; Kennison & Chan-

Tin, 2020; Leng et al., 2020). Individuals with higher levels of neuroticism were 
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consistently more likely to exhibit impulsive decision-making and maladaptive re-

sponses to cybersecurity threats, such as engaging in risky behaviors (e.g., van de Wei-

jer & Leukfeldt, 2017; Kennison & Chan-Tin, 2020). Higher neuroticism in individuals 

was also associated with lower information security awareness (Naga et al., 2024; 

McCormac et al., 2017). Notably, some studies found neuroticism to have a positive 

impact in specific contexts. For example, Atta Ur Rahman et al. (2024) observed that 

neuroticism was associated with avoidance behaviors in phishing scenarios. Neuroti-

cism was positively related to systematic processing, offering some protection against 

phishing (Frauenstein & Flowerday, 2020). Neuroticism was negatively correlated with 

trust, but the lack of trust made neurotic individuals less vulnerable to social network 

threats (Albladi & Weir, 2017). Aharony et al. (2020) pointed out that neuroticism 

(emotional instability) was linked to higher threat perception and lower engagement in 

security measures. 

Openness. Openness was positively associated with cybersecurity awareness and be-

haviors (n = 14)(e.g., Dreibelbis, 2016; Naga et al., 2024; Cho et al., 2016; Shappie et 

al., 2020). These studies emphasized that individuals high in openness were more likely 

to engage in adaptive cybersecurity practices, such as reviewing privacy settings (van 

der Schyff & Flowerday, 2021) and identifying novel threats promoting a security cul-

ture framework (Tolah et al., 2021). For example, Leng et al. (2020) found that open-

ness in 1398 Chinese college students was significantly linked to higher online proso-

cial behaviors, while Halevi et al. (2017) highlighted openness as a predictor of higher 

self-efficacy promoting secured password use and data-sharing behaviors. Openness is 

also positively associated with proactive awareness of device security (Raywood-Burke 

et al., 2021) and information security awareness (McCormac et al., 2017). 

Studies also reported negative associations between openness and cybersecurity out-

comes (van de Weijer & Leukfeldt, 2017). These studies noted that high openness oc-

casionally correlated with riskier behaviors, such as experimenting with security 

choices prone to phishing attacks (Atta Ur Rahman et al., 2024). Openness positively 

influenced heuristic processing, increasing susceptibility, and improved systematic pro-

cessing for detecting phishing attempts (Frauenstein & Flowerday, 2020). The explor-

atory tendencies of open individuals, while beneficial in identifying new risks, some-

times conflicted with adherence to established security protocols. 

Extraversion. Extraversion, characterized by sociability and assertiveness, demon-

strated mixed associations with cybersecurity awareness and behaviors. Positive asso-

ciations (n = 5) were linked to extroverts’ collaborative tendencies, facilitating confi-

dence in handling security tasks (Aharony et al., 2020) and autonomy in cybersecurity 

decisions (Bajwa et al., 2024). For instance, Upadhyay et al. (2022) observed that ex-

troverts were more likely to have good password management and proactive awareness. 

Extraversion also predicted better device securement (Gratian et al., 2018) and online 

prosocial behaviors (Leng et al., 2020). 

However, most studies highlighted vulnerabilities associated with extraversion (n = 

7). Studies reported that extraverts’ social engagement often increased their 
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susceptibility to manipulation-based attacks, such as phishing and social engineering 

leading to cybervictimization (e.g., Albladi & Weir, 2017; Anawar et al., 2019; Atta Ur 

Rahman et al., 2024; Rodríguez-Enríquez et al., 2019). Vestad (2022) demonstrated 

that extroverts, driven by their preference for quick interactions, were more prone to 

impulsive decisions, which impacted security motivation. Also, extraverted individuals 

showed poor security awareness (Pratama et al., 2022). 

Agreeableness. Agreeableness demonstrated consistent positive associations with cy-

bersecurity awareness and behaviors (n = 13) (e.g., Dreibelbis, 2016; McCormac et al., 

2017; Pattinson et al., 2015; Shappie et al., 2020). These studies highlighted that agree-

able individuals, characterized by their cooperative and trusting nature, were more 

likely to comply with security protocols and engage in efforts to mitigate cybersecurity 

risks (Tolah et al., 2021; Vestad, 2022). For example, Upadhyay et al. (2022) observed 

that agreeable individuals had secure password generation and software updating be-

haviors along with proactive awareness. Hadlington et al. (2020) and McCue (2023) 

analyzed agreeableness to be higher in individuals with higher security awareness. 

However, few studies reported negative associations, noting that agreeableness 

could increase vulnerability to manipulation-based attacks (n = 5). Trusting behaviors, 

while beneficial for collaboration, occasionally lead to susceptibility to phishing and 

social engineering tactics (Atta Ur Rahman et al., 2024; Canham et al., 2022; Frauen-

stein & Flowerday, 2020; Cho et al., 2016). 

3.3 Overview of Big-Five Personality Traits on Cyber Awareness/Behaviors 

Six studies explicitly assessed the impact of personality traits on cybersecurity aware-

ness and behaviors. Among these, four studies concluded that personality traits did not 

significantly influence cybersecurity outcomes such as secure behaviors and phishing 

susceptibility (Bishop et al., 2020; Canham et al., 2024; López-Aguilar & Solanas, 

2021; Weems et al., 2018). Warrington (2017) identified a weak association of big-five 

personality traits collectively with file protection behaviors. Also, Alanazi et al. (2020) 

presented that personality traits had a moderate but significant impact on ISCB. These 

findings underscore that while trait-specific analyses reveal nuanced influences on cy-

bersecurity behaviors, the cumulative impact of personality remains variable and con-

text-dependent. 

4 Discussion 

4.1 Reflection on findings 

The review highlights the critical role of the Big Five personality traits in shaping cy-

bersecurity awareness and behaviors, providing nuanced insights into individual differ-

ences. The use of varied methods, including literature review, online surveys, in-person 

surveys, interviews, and simulations, highlights the methodological diversity, boosting 
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the generalizability of findings across different contexts. Furthermore, the vast geo-

graphic dispersion of research confirms the results' cross-cultural applicability. 

Conscientiousness consistently emerged as the most robust predictor of positive cy-

bersecurity outcomes. Individuals high in conscientiousness demonstrated strong ad-

herence to proactive security practices, such as effective password management, regu-

lar software updates, and compliance with organizational protocols (e.g., Gratian et al., 

2018; Tolah et al., 2021). This reinforces the established literature on the role of con-

scientiousness in fostering structured and risk-averse behaviors, making it a valuable 

trait for designing cybersecurity training and interventions. 

Phishing susceptibility or vulnerability, the most studied behavioral topic (n = 12), 

underscored its importance as a critical area for cybersecurity practices. Neuroticism 

was frequently associated with heightened risk, often manifesting as impulsivity or 

emotional reactivity, which compromised decision-making in cybersecurity contexts 

(e.g., Halevi et al., 2016; Kennison & Chan-Tin, 2020). However, some studies high-

lighted its protective effects in specific scenarios, such as systematic processing in 

phishing detection, emphasizing the dual nature of neuroticism (Frauenstein & Flow-

erday, 2020). 

Extraversion showed mixed effects, often linked to vulnerabilities such as increased 

susceptibility to manipulation-based threats like phishing and social engineering (e.g., 

Anawar et al., 2019; Rodríguez-Enríquez et al., 2019). While extroverts excelled in 

collaborative security tasks and proactive measures, their preference for quick and less 

cautious interactions posed challenges to cybersecurity resilience (Vestad, 2022). 

Agreeableness also demonstrated dual effects, positively influencing cooperative secu-

rity practices but increasing vulnerability to trust-based attacks (e.g., Atta Ur Rahman 

et al., 2024; Frauenstein & Flowerday, 2020). 

Openness contributed positively to cybersecurity awareness in contexts requiring 

adaptability and innovation, such as reviewing privacy settings and engaging with new 

technologies (van der Schyff & Flowerday, 2021). However, its exploratory tendencies 

occasionally led to riskier behaviors, such as susceptibility to phishing attacks (Atta Ur 

Rahman et al., 2024). These findings highlight the importance of balancing openness-

driven innovation with adherence to established security protocols. 

4.2 Limitations of the Evidence 

This review identified several limitations in the evidence base. The heterogeneity in 

methodologies, such as varying definitions and measures of cybersecurity awareness 

and behaviors, created challenges for synthesizing findings. The reliance on self-re-

ported data in most studies introduced potential biases, including social desirability and 

memory errors. Furthermore, the underrepresentation of older adults limits the gener-

alizability of these findings, particularly in diverse cultural and demographic contexts. 

4.3 Limitations of the Review Process 

Language restrictions excluded studies published in non-English languages, potentially 

omitting valuable insights from non-English-speaking regions. While gray literature 
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was included, variations in the operationalization of cybersecurity concepts hindered 

direct comparisons. Furthermore, the absence of a meta-analysis limited the ability to 

quantify effect sizes and assess the strength of associations across studies. The studies 

primarily emphasized training and behavioral interventions, with limited focus on lev-

eraging findings for system and software design. 

4.4 Implications for Practice and Future Research 

Practice. This study underscores the importance of leveraging personality traits to de-

sign more effective and personalized cybersecurity interventions, as well as promoting 

human-centered cybersecurity systems. For instance, understanding how personality 

factors correlate with phishing susceptibility can inform the design of targeted defenses 

against online attacks (Rahman et al., 2024). Automated systems that suggest suitable 

privacy settings based on users' personality profiles could save time and reduce errors 

while enhancing secure practices (Halevi et al., 2016). Moreover, cybersecurity behav-

ioral models that account for attitudes and personality make-up can provide deeper in-

sights into awareness and the implementation of best practices, supporting the devel-

opment of systems that align with user-specific needs (Shappie et al., 2020). By inte-

grating these insights, organizations can create tailored interventions and user-friendly 

systems to enhance overall cybersecurity resilience. 

Future Research. Cybersecurity policies should integrate psychological and behav-

ioral insights to address human vulnerabilities effectively. Tailored training modules 

that capitalize on personality strengths, such as extroverts’ collaboration or conscien-

tious individuals’ discipline, and emphasize the design of human-centered cybersecu-

rity systems, can significantly improve organizational security (Naga et al., 2024). Pol-

icymakers must also prioritize inclusivity, ensuring interventions are accessible to un-

derrepresented groups, to address gaps in global cybersecurity preparedness. 

5 Conclusion 

This review underscores the significant influence of the Big Five personality traits on 

cybersecurity awareness and behaviors, particularly highlighting the roles of conscien-

tiousness in promoting positive security practices and neuroticism in increasing suscep-

tibility to threats. While extraversion, agreeableness, and openness exhibit complex and 

context-dependent effects, these findings collectively emphasize the need for personal-

ized cybersecurity design innovations tailored to individual differences.  Despite the 

valuable insights gained, limitations in the existing literature, including methodological 

heterogeneity, reliance on self-reported data, and underrepresentation of certain popu-

lations, necessitate further investigation. Future research should prioritize including di-

verse cultural and demographic groups, developing standardized measures for cyberse-

curity awareness and behaviors, and exploring personality-based design and interven-

tions to enhance cybersecurity compliance.  
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